Academy Preparation

MTCNA




MikroTik Training

¢ "L";_— ) — ™
MikroTik

e % > 4 N —_ ™ e 4 . % _
MIKroTik MikroTik MIKroTik MikroTik

-

MikroTik

MikroTik Academy Preparation - MTCNA 2




RouterQS ?

* RouterOS adalah sebuah sistem operasi yang
dapat diinstall di PC Atau juga di routerboard
berfungsi sebagai:

— Router

— Bandwidth Manager
— Packet Filter

— Wireless (AP/Station)
— Hotspot

— VPN .... dll




ROUTERBOARD

* Router hardware yang dibuat oleh MikroTik
untuk digunakan dengan RouterOS sebagai
sistem operasinya.

RB:Routerboard
H:High Powered
S:SFP

U:USB
G:Gigabit
I:lInjector




LAB TOPOLOGI

INSTRUCTOR ISP Router

1921081254124 10.10.10.1/24 y) & 10.10.10.100/24
mewlanl )))))) (&

— )

wlani
10.10.10.1+X/24

192.168.|+x.254f24e
etheri
2.168.|+x.lfz4
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Koneksi ke Router

Serial RS-232,
default rate 115200

bps, 8 data bits,

, Ethernet Cable/
no parity

MAC Winbox
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Winbox
* Aplikasi untuk konfigurasi RouterOS, dapat
menggunakan IP (layer 3) atau MAC (layer 2)

Download di mikrotik.com atau di web router
I-Ml | MT MikroTik Routers and Wireless

& Router0S router configuration page - Mozilla Firefox

é v mikratile.camy download File Edit Yiew Histery Bookmarks Yahoo! Teols
- I || RouterQS router configuration page | + |
Useful tools and utilities € @ 1921681254
Winbox Configuration
Netinstall RouterQs Inst ‘ -
The Dude Network monit
WII‘IIJI:I}E Telnet Graphs License Ep
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Winbox

* Login: admin, passw: ...., klik tombol [...],
MikroTik Neighbor Discovery Protocol MNDP
akan mencari informasi router, klik Connect

(& WinBox Loader v2.2.15 — 57

Connect Tao: (00:0C:42:98:40:EF

Lodir MALC Address |
2t DD:DE:#E:EIE:ﬂD:EFHl

Fazswoard:

* MNDP menggunakan UDP port 5678

Yersion Boa
E.10 FREB:

MikroTik Academy Preparation - MTCNA




Winbox

* Winbox menggunakan port 8291/TCP
(default) untuk login ke router

=2 PPP
_ Fool
=== Switch T
. Routes IP Service <winbooc:
o Mesh Mame Port e\
EXE — X %api 8728 Name: |winbox
== SNMP @ ftp 21 Port: |8291
7 MPLS @ ssh 2 ‘ E o
. Services @ telnet 23 Available Erom: | 192.162.1.100
= : vailable From: 681,
d%, Routing oo I—-A o winbox 8291 |- ~
ettings
5os System @ W &l
.::{: I|'I'|"|'I'|"l'l'|lﬂ5| LLE

* |P Service digunakan untuk mengatur akses
menuju router
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LISENSI ROUTEROS

* Lisensi RouterOS dapat diupgrade sampai dua
versi mayor berikutnya, dengan level:
— Level O (demo), fitur lengkap, berlaku 24 jam,

— Level 1 (free) s.d 5, fitur terbatas dan bertingkat
sesuai levelnya, masa berlaku tak terbatas

— Level 6, fitur lengkap masa berlaku tak terbatas

#; Routing
{5 System Software 1D: | 3XJRIHPW

Level: 4
Q[]Ltues | EDs Ve
Features:
Licensze

Logging
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LISENSI ROUTEROS

License 0 (FREE) |1 (DEMO) 3 (WISP CPE) 4 (WISP) |5 (WISP) 6 (Controller)
Wireless AP 24h limit - - yes yes yes
Wireless Client and Bridge |24h limit - yes yes yes yes
RIP, OSPF, BGP protocols  |24h limit - ves(¥) yes yes yes
EoIP tunnels 24h limit 1 unlimited |unlimited unlimited | unlimited
PPPoE tunnels 24h limit 1 200 200 500 unlimited
PPTP tunnels 24h limit 1 200 200 500 unlimited
L2TP tunnels 24h limit 1 200 200 500 unlimited
OVPN tunnels 24h limit 1 200 200 unlimited | unlimited
VLAN interfaces 24h limit 1 unlimited |unlimited unlimited | unlimited
HotSpot active users 24h limit 1 1 200 500 unlimited
RADIUS client 24h limit - ves ves yes yes
Queues 24h limit 1 unlimited |unlimited |unlimited | unlimited
Web proxy 24h limit - yes yes yes yes
Synchronous interfaces 24h limit - - yes yes yes
User manager active sessions |24h limit 1 10 20 50 Unlimited
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ROUTEROS VERSION

* Tipe RouterOS dan Routernya:
— routeros-mipsle (RB100, RB500)
— routeros-mipsbe (RB400)
— routeros-powerpc (RB300, RB600, RB1000)
— routeros-x86 (Intel/AMD PC, RB230)

* File upgrade
— NPK, paket standar ROS
— ZIP, dapat diinstal sesuai kebutuhan




UPGRADE VERSION
* Upgrade versi RouterOS dilakukan dengan:

— Upload file RouterOS melalui upload ke Files, atau
dengan proses FTP root directory

— Check for updates (System - Packages)
— Auto Upgrade (System > Auto Upgrade)

* Selalu membaca changelog sebelum upgrade

Changelog

What's new in 6.24 (2014-Dec-23 13:38):

1 ntp - fixed vulnerabilities;

=1 web proxy - fix problem when dscp was not set when ipvid was enabled;
*1 fixed problem where some of ethernet cards do not work on x86;

=1 improved CCR ethernet driver (less dropped packets);




UPGRADE VERSION

File List IE
T B Backup @U'| . % Rout... » all_pack... g | +y |
File Mame | : -
0 - 0 Mew fold == »
'ﬂaduanced-’[nnls-ﬁ.i}miru — SanGE LI e
& calea-6.23mipsbenpk | “Fooond Tes _ - Name .
& dhep-6.23-mipsbe npk _ . . .
& gps-6.23mipsbe npk Uploading system-6.23-mips... (8.5 MiB of 11.2 MiB at 879.55 kb) cktop [atvanced took 573 ma
& hotspot-6.23-mipsbe.np Cameal 1 | pwnloads .| calea-6.23-mipsbe.npk

& ipvE-6.23mipsbe npk
& lcd-6.23mipsbe npk
& mpls-6.23mipsbe npk
& multicast-5.23-mipsbe npk
& ntp-£.23-mipsbe npk

& operflow-6.23-mipsbe npk

Fcent Places

cp-6.23-mipsbe.npk
I — :

-

& ppp-6.23-mipsbe npk i--j Routing
& routing-6.23-mipsbe npk Do you want to reboot the router?
& securty-5.23mipsbe npk —| &=k System
& system-5.23-mipsbe.npk
£ ups-6.23mipsbe npk Q Queues fes Mo
£ us =r-6.23-mipsbe npk
= w Laipsbe npk
B w -mipsbe.npk

Ports

—>| Reboot

Reset Configuration
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DOWNGRADE VERSION

| New| Terminal

ROUTER  Legging

>

T :|L|U'...In. :_-...u Updaca L ICIb:I: D;aub:l: :_:I ™ IBtCI:: :_:I |al_.|L||:d|_|:|: ﬂ DﬂwrlglEldE
Mame ¢ | Version Build Time Scheduled
___________ advancediools 624 0 Dec/23/XN4133845 ol
calea 624 Dec/23/2014 13:318:45
dhcp 624 Dec/23/2014 13:38:45
aps 624 Dec/23/2014 13:38:45
hotspat 624 Dec/23/2014 13:38:45
ipvé 6 .24 Dec/23/2014 13:38:45
led 624 Dec/23/2014 13:38:45
mpls 624 Dec/23/2014 13:38:45
multicast 624 Dec/23/2014 13:38:45
. r 3
Licenge Confirm Reboot
To downgrade, router needs to be febooted, reboat?
MTP (lient
Mo
MTF Server
Packages
FPassword
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PACKAGE MANAGEMENT

* Router dapat berfungsi berdasarkan paket-

naket yang diaktifkan (lampiran)
ppp PPP, PPTP, L2TP, PPPoE
routerboard HﬂmErBDAHD specific
functions
routing RIP, OSPF, BGP
— Secure Winbox, SSH,
y IPSec
wireless Wireless 802.11a/b/g
user- er User-Manager
g management system
IpvG IPvE

MikroTik Academy Preparation - MTCNA
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PACKAGE MANAGEMENT

255 |P
P
%2 Ro NTP Client T Enable Disable Hrimgtall || Unschedule Downgrade
; Ing
MNTP %wer MName A | Wer... |Build ime Scheduled
%o System & routeros-mipsbe| 520 Aug/15/2012 10:06:50
e Oueues _[ Faclkages S advanceds.| 520  Aug/15/2012 10:05:02
' & dhcp 520 Aug/H/2012 10:05:10
Password Shotspot | 520 Aug/15/2012 10:05:38
Port 4 W ipvE .20 Aug/15/2012 10:05:33
arts S mpls 520 Aug/15/2012 10:05:26
& ppp 520  Aug/H/2012 10:05:19
<
Hepoot Srouterboard 520  Aug/15/2012 10:05:59
Reset Configur: & routing 520  Aug/ 12012 10:06:21
& securty 520 Aug/1PH2012 10:05:09
Resources & system 5.20  Aug/15/2012 10:04:54
& wireless 520 AugA15/2012 10:05:48 scheduled for disable
Routerboard T

MikroTik Academy Preparation - MTCNA
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USER MANAJEMEN

* Koneksi ke router dapat diatur termasuk
membuat tipe user yang berbeda.

* Tipe User:

— Full

— Read

— Write
— Custom

&, Routing

UPS

|zers

Watchdog

Users || Groups  55H Keys  SSH

U

o = | T
MName Group  |Allowed
o system default user
& admin Full
£ user read

Mame: |userT
Group: |read

MikroTik Academy Preparation - MTCNA
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USER MANAJEMEN - Groups

Users | Groups| S5SH Keys  S5H Private Keys
g || == )| T

Mame F'nlic:iei
S £ Ful local telnet ssh fip reboot read wr

S Armead  localtelnet ssh reboot read test w)

S i write  local telnet ssh reboot read write 1

Group <read:>

Mame: |read

Policies

v| |ocal v telnet

v zsh fip

v| reboot v| read

write policy

v| test v| winbox
v password v web

| sniff v sensitive
v| api

Users | Groups || SSH Keys S5
e =1 | (T
Mame Policies
i Full local telnet ssh
£ grouph read winbox
read local telnet ssh
£ write local telnet =sh

Group <grouph:

Mame: |grouph

Policies
local
ssh
reboot
write
test

telnet
ftp
v read
policy
v| winbox

password web

MikroTik Academy Preparation - MTCNA
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7 MPLS
. Routing

BACKUP

=l Leg
_'LEL Radius

%, Tools

B Mew Teminal

T > Backup Restore

File Mame Type
=] Router Muttimedia backup backup
Mame: |FRouter Multimedia | & Backup
Password: N Cancel
Dont Encrypt

Hasil backup dapat di simpan di USB, Hardisk, CD.
File backup ini tidak dapat diedit, berisi seluruh

konfigurasi router,

termasuk file yang ada di /Files

MikroTik Academy Preparation - MTCNA

nassword dan username, tidak

20




RESET

Reset router akan mengha
vang telah dibuat termasu
Reset ini hanya bisa dilaku
hak penuh (full)

ous semua konfigurasi
K user dan password.

kan oleh user dengan

Tools [admin@MikroTik] » svster reset

Mew Teminal || v

MetaROUTER

Dangerocus! Reset anyway? [v/N]:

gystem configuration will be reset

I_\l' .........................

[ Remove Corfiguration

]SthScﬁpt... oK

---------------------------
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RESTORE

Merestore hasil backup sebelumnya

4 Routing

.. Leg
F Radius

it Beckop—>| Restore

File Mame

=] Router_Multimedia backup

Backup File:

Password:

Type

backup

Size

Router Multimedia backup | # Restore
- Cancel
Restore
Do you want to restore configuration and reboot 7
fes Mo
k.

MikroTik Academy Preparation - MTCNA
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COMMAND LINE INTERFACE

* CLI merupakan proses konfigurasi berbasis
text yang memiliki hirarkinya yang sama pada
menu di sistem winbox.

Tools k

[ Mew Teminal ]
MetaROLUTER
[admin@MikroTik] > ip address add

address=172.16.1.1/24
i1nterface=ether3




EXPORT

Konfigurasi router juga dapat dibackup dengan
export, file export berupa text sehingga
mudah diedit dan tersimpan di menu Files.

* Backup konfigurasi IP Address saja,

[admin@MikroTik] > ip address
[admin@MikroTik] /ip addresa>» export file=KonfigIPRddres
[admin@MikroTik] /fip addreas>

Backup keseluruhan (kecuali router password),
narus dilakukan dari hirarki menu paling atas

[admin@MikroTik] >
[admin@MikroTik] > export file=Konfigurasi Router A
[admin@MikroTik] >
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IMPORT

* Import dilakukan dari hirarki menu teratas

& | Terminal
[admin@MikroTik] > import KonfigIPRAddres
Opening script file KonfiglPAddres.rsc

Script file loaded and executed successfully

[admin@MikroTik] >

* Setelah proses import file rsc, konfigurasi
akan langsung aktif dan tidak perlu proses
reboot

MikroTik Academy Preparation - MTCNA
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RESET PASSWORD

Reset password dapat dilakukan melalui:
d Reset Jumper,
Menghapus konfigurasi
termasuk password,
file backup tidak terhapus

] Netinstall

MikroTik Academy Preparation - MTCNA
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NETINSTALL ROUTERBOARD

* Netinstall digunakan untuk melakukan

instalasi baru/reinstall apabila terjadi
cerusakan software, tidak menghilangkan
isensi namun akan menghapus password, file
vackup dan konfigurasi (jika option keep old
configuration disable).

* Netinstall dapat dilakukan baik di routerboard
/PC melalui ethernet atau kabel serial




IP ADDRESSING

* Sebelum router digunakan sebagai peralatan

jaringan, interface harus diberi IP Address.
== Switch
“la Mesh
255] |P i Accounting — 4 E T
o
" MPLS Addresses Address Metwork Interface
= T192.168.1.254/24 195216810 etherl
# Routing Cloud
: Address <132.168.1.254/24:
{5 System DHCP Client ==
Q Queues DHCP Relay Address: |132.168.1.254/24 oK
2 Files DHCP Server Metworke: [152.168.1.0 . Cancel
ON3 terface: |ethert *) L ey
Firewsall

MikroTik Academy Preparation - MTCNA
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=== Switch

“Ia Mesh

255 |F'

- MPLS
# Routing

IP ADDRESSING

* Setiap IP Address yang terpasang di interface
router, secara otomatis akan menambahkan
DAC routing di route list

Hotspot
|Psec
Meighbors
Packing

Poal

Routes

—! Routes| Mexthops Rules VRF

s &= [T
Dist. Address Gateway Distance
DAC P 152.168.1.0/24 ether1 reachable 0

SMB

D - dynamic, A - active, C - connected
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TELNET/SSH

Akses dan konfigurasi
router juga dapat
dilakukan melalui
Telnet (tidak secure)/
atau SSH (secure),
konfigurasi dilakukan
dengan CLI

Basic options for your PuT T session

Specify the destination you want to connect to

(Host Name jor [P address) Port )
192.168.1.254 23
Connection type:

\._' Raw @ Telnet (0 Rlogin () 55H () Sernal

Load, save or delete a stored session

IP Service List

Akses Telnet/SSH dapat
ditutup dengan mendisable
port 23 di IP Service

MikroTik Academy Preparation - MTCNA
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Mame Part
@ api-ss| 8729
@ ftp 21
@ winbaox 8291
& W

..........

80

30




WIRELESS




WIRELESS STANDAR
 |EEE 802.11b - 2.4GHz frequencies, 11M

0S

 [EEE 802.11g-2.4GF

z frequencies, 54 M

0S

World Wide Band
2.4 Grz /
I .

Channel number

915 JiHz 5.8GHz |
— _— C - D i -
25 MHz 84.5 MHz .., 125 MHz
2401 1 2423 | {2426 6 2448 | |2451 11 2473
2412 i 2437 i 2462
2406 2 2428 2431 7 2453 2456 12 2478
2417 2442 2467
2411 3 2433 2436 8 2458 2461 13 2483 /
2422 2447 2472
Top of channel
1 1 1 P
2416 4 2438 | i|2441 9 2463 2473 14 2495
2427 2452 ‘R 2484
| 2421 5 2443 | i[2446 10 2468 \ - Center frequency
f 2432 5 2457 _ x
2400 2410 2420 2430 2440 2450 2460 2470 2480 MHz Bottom of
channel
« ISM Band >

MikroTik Academy Preparation - MTCNA
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WIRELESS STANDAR
 |[EEE 802.11a - 5GHz frequencies, 54Mbps

36 40 42 44 48 50 52 56 58 60 64
5210 5250 5290
5150 5180 5200 5220 5240 5260 5280 5300 5320 5350
149 152 153 157 160 161
5760 5800
5735 5745 5765 5785 5805 5815

o (12) 20 MHz wide channels
o (5) 40MHz wide turbo channels

MikroTik Academy Preparation - MTCNA
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WIRELESS STANDAR

 [EEE 802.11n - 300Mbps serta dapat bekerja
pada frekuensi 2,4GHz dan 5GHz.

MIMO _l R

Interface <wlanZ:
Wireless |HT ) HTMCS WDS Nstreme NVZ
[HT Tx Chains: |+ chainl |+ u:hain'l]

HT Rx Chainz: |v| chainl |+ chainl

MikroTik Academy Preparation - MTCNA

ChaHHE| Boncing Interface <wlan1:
General Wireless | Data Rates  Advar

Mode:

ap bridge

Band:

2GHz-B/G/N

Channel Width:

20/40MHz eC

aMHz
10MHz

20/40MHz Ce
20/40MHz eC

20MHz
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MODE

ap bridge, sebagai akses poin multi klien
bridge, sebagai akses poin dengan satu klien

station, digunakan untuk melakukan koneksi
ke ap bridge/bridge

station-bridge, proprietary digunakan untuk
membuat koneksi bridge jika AP MikroTik

Interface <wlan1=

General | YWireless || WDS  Nstreme NV?Z

[Mn:u:le: ap bridge ]
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BAND

Standar band yang digunakan,
* 2,4 Ghz, standard IEEE 802.11b/g/n
5 GHz, standard 802.11a/n

Interface <wlan1=

General | YWireless || WDS  Nstreme NVZ

Mode: |ap bridge
|Band: [2GHz-B/G ]

MikroTik Academy Preparation - MTCNA
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CHANNEL WIDTH

* Lebar pita channel, semakin lebar channel
semakin rentan terhadap interferensi tapi
semakin tinggi throughputnya.

 MikroTik mendukung chanel width:
— SMHz, throughput /4 Interface <wlan1:>

— 10M
— 20M
— 40M

z, throughput 2 | General | Wireless | WDS  Nstreme

z, standard Mode: |ap bridge

z, throughput 2x Band: |2GHz-B/G
[Channel Width: | 20MHz ]
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FREQUENCY

* Nilai frekuensi yang ditentukan tergantung
pada band, konfigurasi country serta fitur

wireless cardnya, penentuan tidak berfungsi di

mode station.

Interface <wlan1:

General | Wireless | WDS  Nstreme NVZ

Mode: |ap bridge
Band: | 2GHz-B/G
Channel Width: | 20MHz

[ Frequency: | 2437 ]

MikroTik Academy Preparation - MTCNA
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RADIO NAME

* |dentitas wireless interface yang sudah
terkoneksi untuk memudahkan mengenal

S5I0: | Mikroline

oerangkat pasangan

ISP Router

[Hadin Mame: |radiol4sp €

Wireless Tables

Intefaces  Mstreme Dual Access List | Registration

']

Radio Name

Hirradio1-4sp

1

Klien Router

Heset

MALC Address Interface
00:0C.42:89.45.D5 wian

L

MikroTik Academy Preparation - MTCNA
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SCAN LIST

* Digunakan oleh station untuk menentukan
natas frekuensi yang akan di scan dalam
oroses pencarian AP. Format scan-list selain
default, bisa dibuat secara manual vyaitu:

- Rentang frekuensi, 2432-2442
- Frekuensi statis: 2437

Interface <wlan1:
General | Wireless | Data Rates Advanced

| Scan List: [2432-2442 ]

MikroTik Academy Preparation - MTCNA
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FREQUENCY MODE

* manual tx power, pengaturan tx power manual

Interface <wlan1=

General | Wireless|| Data Rates Advanced WDS

Frequency Mode: 'manual tgpower

manual tkpower

regulatony domain
superchannel

* regulatory domain, disesuaikan dengan
frekuensi yang diijinkan di suatu negara.

e superchannel, membuka semua frekuensi yang
bisa didukung oleh wireless card.
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COUNTRY

* Pilihan negara yang akan diaplikasikan regulasi
pembatasan channel dan TX Power

Frequency Mode: regulatony-domain Frequency Mode:

Country: |indonesia

L> Frequency: m

2412

regulatony-domain

Country: |japan

L> Frequency: m

Cument Tx Powers 2417 Cument Tx Powers

2422
Rate Tx Power 2477 Rate

1Mbps 14dBm 2432 1Mbps
2Mbps 14dBm 2437 2Mbps

2442

2447

2452

2457

2462

2467

2472 |

MikroTik Academy Preparation - MTCNA

Tx Power
15dBm
15dBm

2412
2417
2422
2427
2432
2437
2442
2447
2452
2457
2462
2467
2472
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DEFAULT AUTHENTICATE/FORWARD

* Default Authenticate, jika enable, interface
akan menggunakan aturan di security profile,
jika disable interface akan menggunakan
aturan di acces-list/connect-list

v| Default Authenticate
v'| Default Forward
Hide 5510

* Default Forward, parameter yang digunakan
untuk mencegah koneksi antar klien.

* Hide SSID, untuk menyembunyikan SSID




DEFAULT AP Tx RATE

Default AP Tx Rate:

M

Default Client Tx Rate:

2M

Limitasi trafik dari AP ke
klien (MikroTik maupun

Defaut Atherticate N ON MikroTik).

Default Forward
] Hide 551D

ISP |wlan

MikroTik

) T . - (¢

-
L
-
-

Khen |wlani

MikroTik

MikroTik Academy Preparation - MTCNA
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DEFAULT CLIENT Tx RATE

Default AP Tx Rate:

" Limitasi trafik dari klien

Default Client Tx Rate:

ISP |wlani

MikroTik

D) greeeeanensesagggg e (

‘\., H‘..‘?If
- RN

Default Authenticate
Default Forward
] Hide 551D

-
-
-

MikroTik Academy Preparation - MTCNA
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AREA & MAX STATION COUNT

* Area, digunakan di AP, sebagai penanda/
pembeda dengan AP lain, klien memasukkan
area prefix pada konfigurasi connect list

Interface <wlan1>

Data Rates | Advanced || HT WDS  MNstreme

(Area: [LabX

Max Station Count: |25

 Max Station Count, membatasi jumlah klien
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Disdble

Cominent

Scanner (Funning)

SCAN

Tefen

Interface: |wian7
New Window
Connect H<
|Address |SSID |Ear1d |E'.1'1E|r1...|Frequ...|5igna...|Nnise...lSigna...|F-ladin MName |Hnut| ] ]

i Scan...

ARE D0:0C:42:63.E8.8C MikroTik ISP

Freq. Usage...

Align...

Sniff ...

Snooper...

2GHz-B/G 20MHz

2412

-16

101

85 0DOC4263E88C 518

Itefaces | Mstreme Dual Access List Registration Connect List  Security Profiles
(| = | o] 82 W | Scanmer || Freq. Usage | Alignment || Wireless Sniffer
Mame ¢ |Type L2 MTL | Tx R Tx Pac... |Rx Pac...
R___4pwlanl  Wireless (Atheros ARS413) 2250 . Obps .. Obps . . (L — 0
H—dd=ed  Wireless (Atheros 11N) 0 bps 0 bps 0
R - running
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REGISTRATION TABLE

* Informasi interface wireless yang sudah

terkoneksi bisa dilihat di registration table.

B | Wireless Tables
Interfaces  Mstreme Dual Access List Registration | Connect List  Security P IS P
T Reset
Radio Mame MAC Address Interface |ptime AP
............... 4P Klien_Mikrotie 00:0C:42:65819E  wilanl  ~ 00:0248no

# | Wireless Tables Kllen
Interfaces  Mstreme Dual Access List Reqistration | Connect List  Security Pr ‘

Er_l' | ——
i L §

Radio Mame MALC Address Interface |ptime AP
4 AP _Mikrotile  00:0C.42:65:81:6C wilan1 00:00:23 yes

MikroTik Academy Preparation - MTCNA
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SNOOPER

B Snooper <wlan1 = (running)

Stop

Frequenc... # |Band Addrezs S50 Of Freq. [%] (OF Traf. [%) Bandwidth  |MNetworks | Stationz -
B 2412 24GH=.. 0.2 0 bps i 0 ||| Clos=
(] 2417 2.4GHz... na 2.4 kbpsz 1] 2
(e 2422 2 4GHz... 0.0 0 bps 0 0 Seftings...
(= 2427 24GHz. 0o 0 bpz 0 0
(] 2432 24GHz... B.7 47 0 kbps 1] 1]
(] 2437 24GHz... a0 27 0 kbps 2 3

b 2437 24GHz.. D0EES7D:7CES  TIJARDIKMAS Weat 21 B35 19.6 kbpz 1

G0 2437 24GHz.. 0023693350520 pdtksh fungsional n3 a0.4 7.4 kbps 1
6= 2442 2 4GHz 39 29.3 kbps 1 1

b0 2442 24GHz.. 00:0C42ZE327F8  MikioTik_|SP na 15.0 4 9kbpsz 1
(e 2447 24GHz... na 0 bpz 1] 1]
] 2452 2 4GHz . nAa 33 kbpz 0 0
(& 2457 2 4GHz . 258 18.7 kbpz 1] 1]
(] 2462 2.4GHz... B2 2025 kbps 2 4

b0 2462 2.4GHz.. 00:0C:42:6351:FF  MikroLine 1.1 17.8 91 kbpsz 1

b 2462 2 4GHz.. 00:90:4C:91:00:01 T 46 73R 190.0 kbps 3

Snooper digunakan untuk melihat data AP lain
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router klien

192.168.1.254/24

ACCESS LIST

. AP
Access-List [°""

wlan2-1SP @B

ISP Router

wlani-ISP
10.10.10.100/24

wlan2-Klien

10.10.10.1/24 )))))) (<<<<

wlani-Klien
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ACCESS LIST

* Access-list, digunakan AP Router untuk
menolak/menerima koneksi Router Klien/PC.

e Jika MAC Address klien tidak terdaftar di
Access-List, koneksi dari klien akan ditolak .

e Jika MAC Address klien terdaftar di Access-list,
koneksi dari router klien akan diterima, tetapi
jika terdaftar sedangkan “authentication”
disable akan ditolak.

Authertication
v Forwarding




ACCESS LIST

"

B | Wireless Tables

Interfaces  MNstreme Dual

00 Reset

Hadio Name MAC Address InteN&ce Lictime

Access List | Redistration| | Connect List  Security Profiles

AP

W L ast Activit |

001CF013... 00:1C:FO:13:8D:7C e nnnnan

Show Categormes
Detail Mode

Inline Comments

Show Columns

Find
Find Mext

Ctrl+F
Ctrl+ G
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ACCESS LIST

| Wireless Tables

Interfaces ~ Mstreme Dual |Access List | Registration Connect List  Security Profiles

ots =] | T
H MALC Address Interface Signal Str... | Authentication
I G 00:1CF013:80:7C whan14SP 120120 yes
* Disable Default Authenticate di Default Authenticate
Interface wireless Router AP. v| Default Forward
Hide 551D
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ACCESS LIST

rE|AF‘AccessHule{ﬂﬂ:lC:Fﬂ:lE:ED:?F:- MAC Address, MAC Address
[ Wachsdes DICFOISEDT | iy yang terdaftar.
Interface, interface Access-list.
o Signal Strengh Range, batas
Clort To Linit sinyal yang boleh terkoneksi,
jika diluar rentang sinyal maka
koneksi tidak akan terjadi.

Interface: wlanl

\Signal Strength Range: |-120..120 )




CONNECT LIST

router AP

wlan2-1SP @8= =

Connect-List ISP Router

wlan2-Klien

10.10.10.1/24 )))))) ((((

wlani-Klien

router klien

wlani-1SP

192.168.1.254/24 10.10.10.100/24
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CONNECT LIST

* Connect-List, digunakan oleh Router Klien
untuk mengijinkan/melarang koneksi ke
Router AP berdasarkan MAC Address dan
diproses secara berurutan (sequence).

e Jika MAC Address Router AP tidak terdaftar di
Connect-List, koneksi ke Router AP tidak
diijinkan, atau meskipun terdaftar namun
disable Connect, koneksi ke AP Router juga
tidak diijinkan.

Connect




| Wireless Tables

Intefaces  Mstreme Dual Access List | Registration

CONNECT LIST

== | | | 00 Reset

Radio Name

MAL Address

Connect List Securty Profiles

derfan:e Lptime AP V... Lasl

4w 001CF013... 00:1C:F0:13:8D:7F

ld=em 1 W TR ME-rA -0 e

— >
MikroTik Acadenh

Show CateguorTes
Detail Mode

Inline Comments

Show Columns

Find Ctrl+F

Find Mext Ctrl+G

Copy to Access List
Preoaral%.:ioap:kr/ﬂthAI:DnnEEt LIEI:

b7




CONNECT LIST

-

B | Wireless Tables

Interfaces  Mstreme Dual Access List Registration | Connect List || Security Profiles

oh = | T
H Interface MAC Address Connect | Area Prefoc | Signal Str... | Security ...
L Gowlan1-KLIEN  001C:FO138D7F yes . -120.120 defaut

—> Default Authenticate

v Default Forward
Interfface: wlan1-KLIEM Hide 551D

Station Connect Rule <00:0C 42:E2:34: 34>

MAC Address: |D0:0C.42:E2:34.34

v| Connect

Disable Default Authenticate
di Interface wireless klien.

Connect, mengijinkan/melarang koneksi ke AP.
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SECURITY PROFILE

* Selain menggunakan connect-list dan access-
list, koneksi wireless juga bisa diamankan
dengan menggunakan metode keamanan
WPA/WPA2, keamanan metode pengamanan
ini harus diterapkan pada dua sisi, baik sisi AP
maupun sisi klien, melalui konfigurasi di
security profile.

Wireless Tables

Interfaces  Mstreme Dual Access List Registration Connect List |Security Profiles || Channels

+ T

MName Mode Authenticatio... |Unicast Ciphers |Group Ciphers | WPA Pre-5hared
= default none -
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SECURITY PROFILE

* Authentication Types, metode autentikasi
vang digunakan. Klien akan terkoneksi ke AP
menggunakan metode autentikasi yang sesuai.

Authentication Types
v WPA PSK v WPAZ PSK
WPA EAP WPAZ EAP

* Unicast Ciphers, Klien dapat terkoneksi jika

menggunakan salah satu ciphers yang juga
digunakan di AP.

Linicast Ciphers

v thip 385 CCMm




SECURITY PROFILE

* Untuk Group Chiper, jika AP memilih keduanya
maka AES sebagai yang terkuatlah yang akan
digunakan, disarankan untuk memilih salah
satu group chiper dalam mode sebagai AP.

* Jika sebagai station memilih keduanya maka
koneksi ke AP dengan salah satu metode

dapat terjadi.

GGroup Ciphers
v thip B85 CCm




WPA AP/STATION

Interfaces  Mstreme Dual  Access List  Registration  Connect List | Securty Profiles

o € I

Mame Mode Authentication Types | Unicast Ciphers |Group Ciphers | WPA Pre-Shared Key | WPAZ Pre-Shared Key
- default none

psk mikrotilke  dvnamic kevs  WPA PSK WPAZ PSK tkip thiip 012345678530 12345678501

Securty Profile <psk_mikrotile=
Gereral RADIUS EAP Static Keys

Mame: |psk_mikcrotilc

Mode: |dynamic keys * J
Authentication Types
v| WPA PSK v WPAZ PSK
WPA EAF WFPAZ EAP
Unicast Ciphers
v thip BES CCm
Group Ciphers
->| v| tkip aes ccm
—1
VWPA Pre-Shared Key: 01234567850

WPAZ Pre-Shared Key: | 12345678301 ) )
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WPA AP/STATION

Interface <wlan1:

General Wireless ‘HT WD5 Nstreme

Mode:

S51D:
Scan List:

Wireless Protocaol:

Interface <wlan1:

ap bridge

Mikro Tike 15P

default

unspecified

Security Profile: |psk_milcrotik I

Bridge Mode:

enabled

Mode:

S51D:
Scan List:

Wireless Protocaol:

General Wireless ‘HT WDS Nstreme

station

Mikro Tike 15P

default

unspecified

Securty Profile:

psh_mikcrotil; |

Bridge Mode:

Default Authenticate

Default Forward
| Hide 551D
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NV?2

NV2 adalah protocol proprietary MikroTik
(nstreme versi 2) digunakan berdasarkan
protocol TDMA (Time Division Multiple
Access).

Interface <wlan1:

Peningkatan
kecepatan.

General YWireless | Data Rates  Advanced

Mode: |ap bridge
Band: | 2GHz-B/G/NM

Pengurangan latency.

Wireless Protocol: \nvd

Statlon ya ng |eb|h Security Profile: |default
banyak (511).
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BRIDGE




BRIDGE

* Menggabungkan 2 atau lebih interface bertipe
ethernet yang berada dalam 1 segmen
network yang sama, dapat digunakan untuk
memperkeul collision domain
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BRIDGE

Klien
Router 2

AP
Router Ieﬂh er2

ether 1

11111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111

@/:&‘3 @\@ LAN 1 w §3\§3

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr
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WIRELESS BRIDGE

Quick Set

Interfaces

Bridge | Ports Fiters MNAT Hos Bridge (Forts) Fiters MNAT

FPP

=

Wireless _l—)
Bridge

Interf ace <bridge 1>

=lgh s +j— =

Mame Type |(LZMTU T
4-tbridge1 Bridge 65535 0

General | STP  Status  Traffic

Interfa... + | Bridge
f-tether1 bridge
ftether? bridge

Bridge Port <ether?:>

———>IMName: bridge]l

> aeneral || Status

Type: |Bridge

MikroTik Academy Preparation - MTCNA

Interface: ether?

Bridge: |bridge1
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WIRELESS BRIDGE

AP |
Router IeM))))) ((@(Me
ether 1 other 1
| __-J 192.168.1.1/24 !l%agu 124
[h : f_]—Pf I .| "-“-LL—‘:-_:::

Network A
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WIRELESS BRIDGE

Bridge Port <etherl>

Bridge | Ports|| Fiters MNA Bridge |Forts || Fiters M&
dfe— | -I-]%=-—'Q 52
Interfface ¢ |Bridge |F Inteface -+ |Bridge
ftetherl  bridge ftether1  bridgel
ttwizni  bridge

Bridge Port <wlani:

p| General |5tatu5
P General| | Status
Interface: |etherl
Interface: |wian 7
Bridge: |bridge1
; Bridge: |bridge

General

Wireless

Inteface <wlan1:

Wireless | WDS  Nstreme

WDS  Nstreme NVZ2 (zeneral

Mode: |ap bridge

Mode: Istatinn bridge
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ROUTING




ROUTING

* Pengaturan jalur antar network berdasarkan
IP Address asal dan tujuan

e Static Routing adalah jalur spesifik yang
ditentukan oleh admin untuk meneruskan
paket dari jaringan sumber ke jaringan tujuan,
dimana jaringan tujuan sudah diketahui.

e Default routing juga merupakan static routing
vang alamat jaringan tujuan tidak diketahui.




PARAMETER ROUTING

e Jaringan tujuan (Destination )

— Destination address & network mask ( contoh:
192.168.1.0/24, static routing)

— 0.0.0.0/0 -> ke semua network atau ke network yang
belum diketahui. (default routing)

* Gateway

— |P Address gateway, harus merupakan IP Address yang
satu subnet dengan IP yang terpasang pada salah satu
interface, seringkali disebut sebagai next hop address.
( IP Address yang dikonfigurasikan di router yang
berdampingan )

— Gateway dapat berupa IP Address atau interface (PPP)




PARAMETER ROUTING

* Distance adalah nilai digunakan untuk memilih
jalur routing, nilainya (0-255) secara default
tergantung protocol routing yang digunakan:

— Connected routes : O0; Static Routes : 1; eBGP : 20
— OSPF : 110

— RIP : 120, MME : 130

— 1BGP : 200




PARAMETER ROUTING

* Untuk pemilihan routing, router akan memilih
berdasarkan:

* Network tujuan dengan subnet yang lebih kecil
d‘2| — .1..'._1_:__1_;,_1@192. 168.1.1/30

| L121RR (o) 16511724

* Distance yang lebih kecil jika subnetnya sama
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ROUTE FLAGS

X: Disabled, tidak mempengaruhi proses routing
A: Active, aktif, digunakan dalam proses routing
D: Dynamic, aktif, dihasilkan dari routing dynamic
C: Connected, aktif dan terkoneksi langsung

S: Static, aktif, konfigurasi manual.

Dynamic Routing Flags:
— r=RIP; b=BGP; 0=0SPF; m=MME




STATIC ROUTING

Router 1 Router 2
S | ;
T Wlan 1 (AP) 2 « Wlan 1 (Station)
ether 1 10.10.10.1/24 10.10.10.2/24 ether 1
192.168.1.254/24 192.168.2.254/24
192.168.1.1/24 ﬁJ_192.168.2.1124
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STATIC ROUTING

Rout
&5 | Nexthops FRules VRF Routes Nexthops Rules VRF
= =
qr e (A | T =] [ <
Dist. Address ¢ | Gateway
DAC = 10.10.10.0/24 wlan1 reachable Dst. Address ¢ |Gateway
DAC P 152.168.1.0/24 ether] reachable DAC P 10.10.10.0/24  wilan1 reachable
AS 19216820724 10.10.10.2 reachable wlan1 AS  PF152168.1.0/24 10.10.10.1 reachable wlan
) : O ) P4 etherl reachable
A - active, S - static A - active, S - static

) A
R2 ‘1'

R1 7

Route <192.168.2 0,24 Route <192.168.1.0/24>

General | Mtrbutes General | Atributes

Dst. Address: | 152.168.1.0/24

Dst. Address: |192.168.2.0/24

reachable wlan1

|

reachable wlan1 Gateway: | 10.10.10.1

|

Gateway: (10.10.10.2
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FIREWALL NAT




NAT

* NAT melakukan perubahan alamat dan port,
ada dua tipe NAT yaitu merubah alamat
sumber dan atau port disebut sebagai srcnat,
dan merubah alamat tujuan dan atau port
disebut sebagai dstnat

* Proses NAT hanya dilakukan pada paket data
pertama dari sebuah koneksi, kemudian
paket berikutnya pada koneksi tersebut
otomatis terkena NAT




NAT
e Ada dua default chain dalam NAT

— srcnat, memproses traffic yang keluar dari
router sesudah chain output dan yang melaluii
router sesudah chain forward.

— dstnat, memproses traffic yang menuju/melalui
router sebelum chain input dan forward.

* Selain default chain, dapat dibuat user-
define chain




DIAGRAM NAT

FORWARD

ROUTING : MANGLE _.{ FILTER

*| DECISION [i| FORWARD FORWARD

E .............................................................. E PDST
ROUTING

"

PRE INPUT ROUTING e MANGLE

ROUTING SR X DECISION : | POSTROUTING

L — v 1, I

, MANGLE OUTPUT{ P
3 o INPUT ‘ : FILTER SRC-NAT
DST-NAT P OUTPUT :o

f i mmer | f v

MANGLE P : : MANGLE i | GLOBALHTB
PREROUTING |} i ¥ ; OUTPUT P

f : || GLOBALHTB || t '
CONNECTION | | ‘| CONNECTION | : HTB
TRACKING || oo || TRACKING | | INTERFACE

¥

INPUT LOCAL ,{ LOCAL OUTPUT

INTERFACE PROCESS-IN PROCESS -OUT INTERFACE
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SRC-NAT

ISP Router

10.10.10.100/24

f-"-ax
S
2
S
wlani 192.168.1.254/24
10.10.10.1/24 ether

-
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SRC-NAT

Filter Rules |_NAT || Mangle Service Pots Connec Fiter Rules | MAT | Mangle Service Por
d(|=| |«*|| 2| || | T| | = Reset Count (=] (||| @] | T =
H Action Chain Src. Addre: H Action Chain
0 || masguerade srcnat
New NAT Rule NAT Rule <
At
General | Advanced BExdra Action Statistics Generdl | Advanced | Bira en | \
| thain: [srenat Action: \masguerade
Any. Por I Log
. Port:
Log Prefi:
In. Interface:
Out. Interface: |:||w|an1 I(—
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DEFAULT ROUTING & DNS

Route <0.0.0.0/0>

General | Attrbutes

Dst. Address: |0.0.0.0/0

Gateway: | 10.10.10.100

*

reachable wlan

DS Settings

Servers: |10.10.10.100 —
Chymamic Servers:
Allow Remote Requests
Max UDP Packet Size: |512
Cache Size: |2048 KiB
Cache Used: 27

() Obtain an IP address automatically

(@) Use the following IP address:

IP address: 192 . 168 .
Subnet mask: 255 . 255
Default gateway: 192 . 168 .

Obtain DNS server address automatically

(@) Use the following DNS server addresses

Preferred DNS server: 192 . 168 .

Alternate DNS server:

“Allow Remote Request” mengubah DNS Client
menjadi DNS Cache
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DNS

 DNS Client digunakan
oleh router dalam
konfigurasi web-
proxy atau hotspot

e Aktivasi DNS Cache
meminimalkan waktu
request dan

berfungsi sebagai
DNS Server lokal

Ciatic Cache
W | | Flush Cache
Mame

@ allyahoodns net

@ all yahoodns net

@ alias data toolbaryahoo....
@ fy2 b yahoo.com

@ 2 b yahoo.com

@ galilea.pmi lv

@ geo yahoo.com

@ glb2 glbdns microsoft . com
@ google.com

@ google.com

@ google.com

@ google.com

@ id.data toolbar yahoo .com
@ mikcrotilc .com

@ mikcrotilc .com

@ moon.mt lv

@ moon.mt lv

@ ns1.google.com

@ nsZ google .com

@ nsJ.google.com

@ ns4.google.com

Type

@ us . data toolbar yahoo .com CMAME
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Data

yf 1 yahoo.com

yf 2 yahoo .com

toalbar.all yahoodns net
yf 2 yahoo .com

yf 1 yahoo .com

85.254 158 1

fam data fyZ2 b yahoo .com
65551172
nz1.google.com
nsZ.google.com

ns4 google.com
ns3.google.com

alias.data toolbar yahoo....
moor.mt v

galileo pmilv
159.148.147.194
2a02:610:7501:1000::194
2162393210
2162353410
216.235.36.10
2162353810

alias.data toolbar yahoo....
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DN

¥
#

OMS Static Ertry <wwww milcrotile com:

STATIC DNS ENTRY

e Static DNS digunakan untuk mempercepat
proses trace route, Static DNS akan menimpa
dynamic entry yang ada di DNS cache

DNS Cache

5 Static

T

Mame

Mame: |www milcrotilc.com

Address: 11.1.1.1

TTL: |1d 00:00:00

Address
0 @ www milcrotilc.com 1.1.1.1

Il

Flush Cache

Mame

S ad microsoft . com

S - static

= meftncsi .com

@ dssgfp3Hfbwagl byaho...

@ fdfp3.wag1 b yahoo.com
@ geo kaspersky .com
@ lasperskydabs.com

@ lsnfile-geo kaspersloa. .
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Data
wwwy milcrotilc.com

crl www ms.alkadns net
fd3e:4fha:bb81::1
ds-sgfpI.wgl.byahoo.c..
dsfp3.wgl1b yahoo.com
dnsmaster kasperslylab ...
drismaster kasperskylab ...
lzznile geo kaspershky c...
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ACTION: SRC NAT
* Melakukan NAT, dari beberapa IP lokal ke satu

IP Publik

MAT Rule <132.168.1.1-192.168.1 3>

General | Advanced Bsra Action Statistics

Chain: srcnat

Src. Address: 192.168.1.1-192.168.1.3

MAT Rule <152.168.1.1-192.168.1. 3=
General Advanced BExdra Action

Action: |srchiat

Log
Log Prefix:

To Addresses: [10.10.10.1

To Ports:

MikroTik Academy Preparation - MTCNA 88




ACTION:

SAME

* Same, Melakukan NAT, dari sekelompok IP
lokal ke sekelompok IP Publik dengan rentang
IP Address diantara kedua network boleh

berbeda.

MAT Rule <132.168.1.1-132.1638.1.3>

General | Advanced Bdra Action Statistics
Chain: |srcnat

Src. Address: 152.168.1.1-152.168.1.3

MAT Rule <192.168.1.1-192.168.1.3>

General Advanced Bdra Action | Stati

Action: |zame

To Addresses: (10.10.10.1-10.10.10.2

MikroTik Academy Preparation - MTCNA 89




ACTION: NETMAP

* Netmap, sama dengan SAME, namun dengan
rentang IP lokal dan IP publik berbanding 1:1

MAT Rule <192.168.1.0/24>
General | Advanced Bdra Action Stz

Chain:
Src. Address:
Oist. Address:

srcnat

152.168.1.0/24

MAT Rule <192 168.1.0/24>
General Advanced BExtra Action | Stati

Action: |netmap

Log
Log Prefi:

To Addresses: [10.10.10.0/24
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DST-NAT

 DST-NAT dapat digunakan untuk pengalihan:
— Alamat tujuan & portnya
— Akses web kembali router

— Port tujuan
— DNS klien ke DNS router




ACTION: DST-NAT

 DST-NAT dapat digunakan untuk mengubah
alamat tujuan & port, agar pengguna internet
dapat melakukan akses server di jaringan lokal

@0

o T
IH

lISP Router
wl._-;{i{l 16'.-10.10.100;'24
ey
=
N 7=
N =

Routerl i Router2
192.168.1.254/24 wlani wlanl 192.168.2.254/24
ctherl 110.10.10.1/24 101010.2/24 |  ctherl E\]
- Laptopl Laptop2
Webserver | ¥ ——
192.168.1.1/124

MikroTik Academy Preparation - MTCNA 92




ACTION: DST-NAT

Filter Rules | _NAT | Mangle Service P

e (= ||| 22 T| | =
H Action | Chain Src. f
D 2| mas... srcnat

Mew NAT Rule

Zeneral

Src

| Advanced BEdra Action

Fitter Rules

NAT

|Mang|e Service Ports Connections  Addre:

+

—l

o |2 (&

T

o
o

Reset Counters

o0 R

=

Action

Chain

Src. Address

Dist. Address

Protocc

Chain:

dstnat

. Address:

Dst

_Address: ||

10.10.10.1

Protocal:

16 tcp)

Src. Port:

— =3

=l masquerade srcnat

+||* dst-nat

dstnat

MAT Rule <10.10.10.1:
Advanced BExdra

eneral

Action

10.10.10.1

Statistics

6 tcp)

Action:;

dst-nat

Log Prefix:

| | Log

To Addresses:

To Ports:

152.168.1.1

a0
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ACTION: REDIRECT

* Pengalihan akses web kembali router (port 80)

NAT Rule <132.168.1.1-=80>

General| | Advanced Extra  Action
Chain: |dstnat
Src. Address: 152.168.1.1
Dst. Address:
Protocol: & tcp)
Src. Port:
Dst. Port: 80

MAT Rule <152.168.1.1-=80>

General Advanced Extra

Action

Fiter Rules MAT | Mangle Service Portz Connections  Address Li
qr = | T Reset Counters || 00 Reset
H | | Action Chain |5Src. Address | Dst. Address | Protocol |

0 =l masquerade srcnat

1+ dstnat dstrat 1010101 6 dcp)

2 #ll redirect dstnat 192.168.1.1 6 ftcp)

Statistics

Action: |redirect

Log
Log Prefic:

To Ports: |80

MikroTik Academy Preparation - MTCNA

94




ACTION: REDIRECT

* Pengalihan port tujuan

MAT Rule <192.168.1.1-=8291> MAT Rule <192.168.1.1->8291
General |.|“|.::|1.rar1::ed Extra Action General Advanced Extra | Action || Statistica
Chain: Idstnat Action: |redirect
Src. Address: [ ]]192.168.1.1 [] Log
Dist. Address: Log Prefix:
Protocol: ||| 6 ttep) To Ports: 8111

Src. Port:
Dst. Port: | | 8291

IP Service <winbox:

Mame: |winbox

Port: (8111

Available From:
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ACTION: REDIRECT

* Pengalihan DNS klien ke DNS router, apapun
DNS klien tetap menggunakan DNS di router

NAT Rule <53>

MAT Rule <53>

GGeneral || Advanced Bdra Action General Advanced Bdra |Action| ¢
Chain: |dstnat Action: |redirect
Src. Address: Log
Dist. Address: Log Prefix:
Protocol: 17 {udp) To Ports: |53
Src. Port;
Dst. Port; h3
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FIREWALL FILTER




FIREWALL FILTER

 Mengatur perlindungan router dari akses yang
tidak diinginkan dengan membuat aturan

* Aturan berisi predifine rule yang bekerja
berdasarkan prinsip IF-Then, yang diurutkan
dalam chain

* Ada tiga chain utama vyaitu: input, output,
forward, serta ada juga user define chain




FIREWALL FILTER

Input I -
!Winbox W w

Output
| I Ping from Router
—_—

et 2
| O i,

Forward
WWW E-Mail I
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DIAGRAM FIREWALL FILTER

FILTER
> FORWARD
ROUTING FILTER FILTER ROUTING
— —
DECISION INPUT oOuTPUT DECISION

INPUT LOCAL LOCAL ouTrPuT
INTERFACE PROCLESS-IN PROCLESS-OUT INTERFACE
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INPUT INTERFACE

* Adalah interface yang dilalui oleh paket data
ketika masuk di router

y

___d Loutput interface

input terface
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OUTPUT INTERFACE

* Adalah interface yang dilalui oleh paket data
ketika keluar dari router

- S
w” VN
ti/nt:T face_ L’il‘lpl]t interface

outpu

MikroTik Academy Preparation - MTCNA
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luar router, atau menuju ke router itu sendiri

ROUTING DECISION

* Adalah proses yang menentukan apakah
paket data yang masuk akan disalurkan ke

FILTER
> FORWARD l
4 N N
ROUTING > FILTER FILTER ROUTING
DECISION INPUT ouTPUT DECISION
AL J Y,
! Y ¢ v
INPUT LOCAL N LOCAL OuTPUT
INTERFACE PROCESS-IN PROCESS-OUT INTERFACE

MikroTik Academy Preparation - MTCNA
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LOCAL PROCES

* Router itu sendiri, jika ada paket data yang
menuju ke router atau berasal dari router

FILTER
> FORWARD l
ROUTING FILTER FILTER ROUTING
DECISION INPUT OuTPUT . DECISION
INPUT LOCAL . LOCAL OouTPUT
INTERFACE PROCESS-IN PROCESS-OUT INTERFACE
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PARAMETER FIREWALL (ACTION)

accept, paket diterima

add-dst-to-address-list, menambahkan IP
Address tujuan ke dalam daftar address-list

add-src-to-address-list, menambahkan IP
Address asal ke dalam daftar address-list

drop, menolak paket secara diam-diam (tidak
mengirimkan pesan penolakan ICMP, timeout)




PARAMETER FIREWALL (ACTION)

reject, menolak paket dan mengirimkan pesan
penolakan ICMP

log, mencatat informasi di log

passthrough, tidak melakukan action apapun,
melanjutkan ke baris berikutnya

tarpit, menahan koneksi TCP, tetap menjaga
TCP connections yang masuk (membalas

dengan SYN/ACK untuk paket TCP SYN yang
masuk)




PARAMETER FIREWALL (ACTION)

* jump, berpindah ke chain lainnya sesuai jump-
target, tanpa jump, paket input ICMP akan
melewati 5 baris sebelum di drop

Firewall Firewall

Fiter Rules | NAT Mangle Service Pots Conne | Fiter Rules | NAT  Mangle Service Pots  Connection

9P = [T Reset Cou || e =] | Reset Counters

H Action  |Chain Protocol | Dst. Port H | |Action |Chain |Protocol Dst. Port | Jump Target
#drop forward 6 ftcp) 21 djump forward 6 fcp) to_top

3 drop  forward 6 fcp) 22 #drop forward 1 {icmp)

3drop forward 6 ftcp) 23 3drop totcp Gicp) 21

3drop forward 6 fcp) 20 3drop totcp Gicp) 22

drop forward 6 fcp) 2291 Mdop totcp Gécp) 23

M dop forward 1 ficmp) Mdop lotcp Gdcp) 80

Mdop totcp Gdcp) 8291

LN o £ R — 3

N b 3 R — 3
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PARAMETER FIREWALL (ACTION)

* return, kembali ke chain sebelumnya sesudah

melalui jump

chain=forward

—|—> chain=to_tcp
protocol=tcp, action=jump, target=to_tcp protocol=tcp, dst-port=21, action=drop

protocol=icmp, action=drop

= protocol=tcp, dst-port=22, action=drop

protocol=tcp, action=log

protocol=tcp, dst-port=23, action=drop

LO-bL D, (o PO 80 Jclio e
— protocol=tcp, dst-port=8291, action=drop

ol =T

Fdjump forward 6 ftcp)

M drop forward 1 ficmp)

B#log forward 6 fcp)

Mdop totcp 6Gécp) A
HMdop lotcp 6Gftcp) 22
3drop totep Géep) 23
Mdop totcp 6Gicp) B0
Mdop totcp GHcp) 8297

00 =] 0 LN o L R — 3

Reset Counters

Jika tidak ada paket tcp yang
to_tcp sesuai dengan chain to_tcp,
akan dikembalikan ke chain
forward dan dicatat di log

H| |Action |Chain |Protocol |Dst. Port |Jump Tanget

@ retum to_tcp MikroTik Academy Preparation - MTCNA 108




FIREWALL FILTER INPUT

* Drop semua IP yang menuju router, kecuali

i

192.168.1.1,

Fiter Fules | NAT Mangle Service Ports
=R = | T Re
A (Action  |Chain |5rc. Address Dist. A

] 3drop input 1192.168.1.1

Firewall Rule <1132.168.2.1>

General | Advanced Bdra Action Sta

Chain: |input
Src. Address: | ' 1592.168.1.1

Dist. Address:

Fiter Fules | NAT Mangle Service Pal
or = | T
H| |Action |Chain |5rc. Address Dist

0 Mdop input 1192.168.1.1

Firewall Rule <1192.168.2.1>

General Advanced Bsra | Action

Action: |drop J

Log

Log Prefic:
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DISABLE MAC ADDRESS

* Firewall berlaku di Layer 3, login ke router
masih dapat dilakukan melalui MAC Address,

kecuali MAC Address di disable

Radius

Tools

Mew Teminal
MetaROLUTER
Malke Supout rf

Manual

Exxit

" B | MAC Server v 53
Telnet Inteffaces |WinBox Interfaces | Active Sessions

ETest Sgrver F‘ P =
Bandwigth Test Irterface =
Email ether )
Flood Pimg . # | MAC WinBox Server <eth... [s£3s|
Graphing Interface: |etherl || # QK
IP Sean Cancel
MAC Server Apply
e >|[ Disable

MikroTik Academy Preparation - MTCNA
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* Address-list melakukan firewall action untuk
sekelompok IP Address dengan dengan cara

ADDRESS LIST

ditambahkan satu demi satu.

Firewwall

Mame: |IP_Blocked
Address: |152.168.1.4
Timeout: |00:09:58

MikroTik Academy Preparation - MTCNA

Layer? Pi

Fiter Rules MAT Mangle Service Ports  Connections | Address Lists
o [« —OF
MName Address Timeout
@ |P_Blocked  192.168.1.2
@ |P_Blocked 159216814 Firewall Address List <|IP_Blocked:
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IMPLEMENTASI ADDRESS LIST

General || Advanced | Bdra | Adction | Statistics General | Advanced | BExdra Action Statistics
—>| Chain: |input Src. Address List: |IP_Blocked
Src. Address:

Firewall Rule <=

General Advanced Badra | Action || Statistics

Action: |drop
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FIREWALL FILTER FORWARD

Mengatur trafik yang melalui router.

Fitter Rules
or

H Action

MAT Mangle Service

= | T
Chain 5

(zeneral

Advanced Bdra Actio

Chain: (forward
Src. Address: 152.168.1.1

Oist. Address:

Fiter Rules | NAT Mangle Service Ports  Connections

oF =T Reset Counters

H Action Chain Src. Address |Dist. Ad
0 2 drop Forward 1592.168.1.1

Firewall Rule <192.168.1.1>
Advanced Bdra

General Action | Statistics

Action: |drop
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FIREWALL FILTER OUTPUT

Mengatur trafik yang keluar dari router.

Fiter Rules | NAT  Mangle  Service Ports
dh =T Res
b= Action Chain Src. Ade

Mew Firewall Rule

(zeneral

Advanced bBdra Action 5Stat

Src. Address: 10.10.10.1

[ Chain: |output

|

Fiter Rules | NAT Mangle Service Pots  Conne

oF =T Reset Cou

H Action Chain Src. Address
0 3 drop output 10.10.10.1

Firewall Rule <10.10.10.1=
Advanced Bxtra

General Action | Statistics

Action: |drop
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FIREWALL FILTER OUTPUT

=y

MikroTik Academy Preparation - MTCNA

5. Ping [
eneral | Advanced >[ Fing
Ping To: |10.10.10.100 Stop
Interface: |amy * Cloze
ARP Ping
MNew Window
Facket Count: v
Timeout: | 1000 ms
H Host Time Reply Size |[TTL | Status
2 101010100 timeout packet rejected
3 101010100 timeout packet rejected
4 10.10.10.100 timeout packet rejected
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FIREWALL LOG

 Mencatat aktifitas yang menuju router, melalui

route

r dan keluar dari router

Firewall Rule <>

General |A::I1.rar1::ed Extra General Advanced Extra |Action ]| Statistics

—>1{ Chain: Iinput |:> Action: |log
Lo

General | Advanced Bdra Firewall Rule <>

g Prefoc: | Akses website menuju router:

General | Advanced Exra

i |I::|Lrtput |:> General Advanced BEdra ion | Statistics
Action: |log

Log Prefoc: | Akses ping keluar dar router:

—>

Firewall Rule <>
Chain: |forward |::> .
General Advanced Bdra |Action |5tatisti::5

Action: |log

MikroTik Academy Preparation - MTCNA

Log Prefic: |Semua akses yang melalui router: l
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SYSLOG

Log Action <remote Log Rule <info:
Rules | Actions | Mame: [remote Rules | Actions Topics: || |info
& = | T Type: |remote =| [« ||| | T Prefoc: | Loginfo
Mame  Type Topics ¢ |Prefic | Action _—

/— ™\ Action: |remote
disk disk Remote Address: | 132.168.1.1 critical echo —
echo echo = Ermor memaony T

" memory  memony ‘ ote Port: | 214 info Loginfo_remote
_remote  remote \_ Src. Address: |192.168.1.254 Wwaming memoary
|| BSD Syslog
¥ MikroTik Syslog Daemon (1 T WS~
File Options Help
Time Message IP
8-Jul14:29:39.74  system,info Loglnfo: log rule changed by admin 192168.1.254
8-Jul14:29:50.38  system,info Loglnfo: device changed by admin 192168.1.254
8-Jul 14:29:52.39  system,info Loglnfo: device changed by admin 192.168.1.254
&-Jul 14:30:6.158 system,info Loglnfo: address added by admin 192.168.1.254
8-Jul14:30:12.76  system,info Loglnfo: device changed by admin 192168.1.254
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FIREWALL FILTER (Extra)

e Aturan di firewal filter hanya berlaku di waktu

vang ditentukan

Firewall Rule <132.168.1.1->74.125.135.103>

General Advanced | Bdra || Action  Statistics

- Connection Limit

w— Limit
w— Dst. Limit
w— Mth
4.~ Time
Time: |0E:00:00 -| 12:00:00
| sun | man v tue v| wed v| thu v fri v| sat

- Src. Address Type

Firewall akan aktif setiap hari mulai pukul 08.00 - 12.00

MikroTik Academy Preparation - MTCNA
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CONNECTION TRACKING

* Connection Tracking, mengelola semua
aktivitas koneksi di dalam router

* Mendisable connection tracking, router akan
kehilangan fungsi Firewall Filter, NAT & Mangle

* Connection tracking menggunakan banyak
sumber daya CPU, kita bisa mendisable jika
tidak menggunakan firewall




FORWARD
,| ROUTING |{|  MANGLE FILTER
DECISION [ FORWARD FORWARD
................................................................ PDST
ROUTING
ROUTING MANGLE
PRE INUT DECISION ™ POSTROUTING
ROUTING| ! —
: ANGLE DUTFUT;"""““““‘T“““““““‘.
. INPUT : FILTER SRC-NAT
DST-NAT ’ OUTPUT
T FILTER T , ' .
MANGLE INPUT MANGLE . | GLOBALHTB |i
PREROUTING v OUTPUT
| 5 B 3 e L ............
: | CONNECTION |: : CONNECTION HTB
| “TRackiNg i F R e INTERFACE
S T ,,,,,,,,,,,,,, Y Y l
Y
INPUT LOCAL LOCAL OUTPUT
INTERFACE PROCESS-IN PROCESS -OUT INTERFACE

CONNECTION TRACKING

MikroTik Academy Preparation - MTCNA
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Firewall

CONNECTION TRACKING

Fiter Rules MNAT Mangle Service Ports | Connections |Pnddress Lists Layer? Protocol
=| T I Tracking I
Src. Address Digt. Address Protocal | Timeout TCP State
10.10.10.1:44496 10.8.17.4:53 17 {udp)  00:00:10
10.10.10.1:449518 10.8.17.4:53 17 udp)  00:00:13
10.10.10.1:45283 10.8.174:53 17 {udp)  00:00:12
10.10.10.1:5181 10.8.17.4:53 17 {udp)  00:00:12
10.10.10.1:58672 10.8.17 453 17 {udp)  00:00:12
152.168.1.1 174.120.70.144 1{icmp)  00:00:06
152.168.1.1:45655 152.168.1.254.:53 17 judp)  00:00:12
A 152.168.1.1:49576 63.245 217.112:443 6cp)  00:00:08 close
A 152.168.1.1:459580 159.7.48.72:80 Gicp)  23:55:40 established
A 152.168.1.1:49582 199.7 48 72:80 Gicp) 235941 established
A 152.168.1.1:49588 199.7.54 72:80 Gicp)  23:59:41 established
A 152.168.1.1:49550 199.7 54 72:80 6icp)  23:559:41 established
A 152.168.1.1:50004 67 227176.121:80 6 ftcp) 1d 00:00:00 established
A 152.168.1.1:50006 67.227.176.121:80 6 ftcp) 1d 00:00:00 established
A 152.168.1.1:50008 82.58.86.163:30 Gitcp)  00:00:12 time wait
A 152.168.1.1:50010 82.98.86.163:80 6 ftcp) 1d 00:00:02 established
A 152168.1.1:50012 74.125.135.156:80 6 ftcp) 1d 00:00:03 established
A 152.168.1.1:50014 74.125.135.156:80 6 ftcp) 1d 00:00:03 established

MikroTik Academy Preparation - MTCNA

Connection Tracking

TCP Syn Sent Timeout:
TCP Syn Received Timeout:

Enabled

00:00:05

00:00:05

state of TCP connection :
e "established”

e "time-wait'

* “close”

* 'syn-sent”

* "syn-received"
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CONNECTION STATE

* Connection State, status yang diberikan setiap
paket oleh connection tracking

— New, paket yang merupakan pembuka sebuah
koneksi/paket pertama dari sebuah koneksi (paket
SYN dalam koneksi TCP)

— Established, paket kelanjutan dari paket new
(paket SYN/ACK dalam koneksi TCP)

GO~

NEW

ESTABLISHED

>(SYN/ACI(>

(ACK)/




CONNECTION STATE

— Related, paket yang masih berhubungan dengan
koneksi sebelumnya (FTP), connection state
dianggap related apa bila sudah terjadi established
terlebih dahulu

— Invalid, paket tidak dapat diidentifikasi dan tidak
dimiliki oleh koneksi apapun, tidak berguna

* Connection State # TCP State




Firewall

CONNECTION STATE

MikroTik Academy Preparation - MTCNA
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\,
” VN

CONNECTION STATE

192.168.1.254/24

etherl

N | Firewall akan drop akses ICMP,

Firewall

iter Rules | NAT | Mangle | Service Fotts  Connedl PC ke router dan router ke PC

<€

|| = ||| 82 T | | = Reset Count
H| |Action Chain |Protocol |Connection State
0 &drop input 1 ficmp)

_ Firewall akan drop akses ICMP,

Firewall

Fitter Rules |I‘-.IAT Mangle Service Ports Connecl

PC ke router, tetapi accept

ol

=

o

s

T | | = Reset Count

router ke PC

=

Action

Chain

Protocol |Connection State

1

3 drop

0 «accept input

input

1 (icmp) established <
1 {icmp)
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CONNECTION STATE

* Firewall filter, sebaiknya selalu diawali aturan:
— connection-state= invalid - drop
— connection-state=related - accept
— connection-state=established - accept
— connection state=new, proses rule selanjutnya

* Rule sepertiini akan sangat menghemat
resources router, karena proses filtering hanya
dilakukan pada saat connection dimulai
(connection-state=new)




QoS




QOS

 QOS mengatur penggunaan bandwidth dan
prioritas, dilakukan melalui Simple Queue
atau Queue Tree




SIMPLE QUEUE

I—H Simple Queues || Interface Queues  Queue Tree  Queue Types

o = T Reset Counters || oo Reset All Counters
; Mame Target Upload Max Limit | Download Max Limit | Packet Marks
N S queuel 15216811 256k 512
Simple Queue <gueusls
General | Advanced Statistics  Traffic  Total Total Statistics
Mame: |gueue]
Target: [152.168.1.1 O
Dst.: b
[ Target Upload Target Download
kl"-"la:-; Limit: | 256k * | (512 * b'rts;"sJ

Limitasi bandwidth Upload 256k, download 512k
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SIMPLE QUEUE

Simple Queues | |nteface Queues Queue Tree  Queue Types

oF =] | T Reset Counters || 00 Reset All Counters

#| |Mame Target pload Max Limit | Download Max Limit | Total Mao Limit (bits./s)

0 Saquewsel 15216811 256k A2k

1 Saquews? 15216812 unlimited unlimited 1M

Simple GQueue <gueued:

General Advanced Statistics Traffic | Total ) Total Statistics

Total Limit At: w hits/s

Total Max Limit: | 1M &  hits/s

Limitasi bandwidth Total: upload + download = 1M
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SIMPLE QUEUE

 Pembatasan bisa diterapkan di interface
router, yang berarti semua klien yang
melewati interface tersebut, akan terkena
pengaturan bandwidth yang sama.

Simple Quewue <queus:

General | Advanced Statistics Traffic  Total ..

Mame: |gueue]

Target: | etherl ¥ |

DCist : v
Target Upload Target Download

Mac Limit: | 256k + | 513 * | bits/s
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SPESIFIK SIMPLE QUEUE

* Pembatasan yang lebih spesifik bisa dilakukan,
berdasarkan IP Address tujuan

Simple Quewue <queusl:

General | Advanced Statistics Traffic  Total Total Statistics

Mame: |gueue]

Target: | 132.168.1.0/24

Dst.: {10.10.10.100

Target Upload Target Download
Max Limit: | 256k + | B3
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PRIORITY

* Pengaturan proritas (1 sd 8), [ Smpiequeue <queve-
jika terdapat beberapa klien | Genesl [Advanced)| statisties
yang dibatasi bandwidthnya, P2p. ¢
nilai 1 lebih diprioritaskan Facket ks
daripada nilai 8 Parent: |none

Pricrity: |1
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GRAPH

* Graph menampilkan rata-rata penggunaan
traffic untuk jangka waktu tertentu, diakses
melalui browser (port 80)
http://IP_Router/graphs/

* Hasil Queue bisa ditampilkan melalui graph




GRAPH

-~

K Graphing
Queue Graphs Interface Graphs Resource Graphs ':]UEU'; Rules |enterface Rules
Log || == | | | | Graphing Settings
Radius Simple Queue Allow Address Store on D... |Allow Tanged
Toolks [ SimpleCiueue 0.0.0.0/0 VES VES
Mew TEIITIiI'lE|| r

[K Queue Graphing Rule <5Simple
=

|ISOM CHannels BTest |Server
Make Sypout rf Bandwidth Test

@mple Queue: |SimpleCGueue

Allow Address: (0.0.0.0/0

Manual Email >
= _ v| Store on Disk
e \_ v Allow Target Y,
> Graphing
IP Scan
MAL Server
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STAGED LIMITATION
 Pada RouterOS, dikenal 2 buah limit:

— CIR (Committed Information Rate)

Klien dijamin mendapatkan bandwidth sesuai
dengan “limit-at”

— MIR (Maximal Information Rate)

Klien bisa mendapatkan bandwidth tambahan
hingga “max-limit”




BURST

* Burst memungkinkan penggunaan data-rate
vang melebihi max-limit untuk periode waktu
tertentu

e Jika data rate lebih kecil dari burst-threshold,
burst dapat dilakukan hingga data-rate
mencapai burst-limit

e Burst time digunakan untuk menghitung rata-
rata data rate.




BURST

Limit-at=128kbps, max-limit=256kbps, burst-time=_8,
burst-threshold=192kbps, burst-limit=512kbps.

Rate(kbps)
512

384

256
192

128

—

Actual Rate

Burst-limit

Average Rate

Max-limit

Burst-Threshold

Limit-at

N I (N N N N N I A N

5

10 15 20 time(s)
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BURST

Pada detik O, data rate rata-rata dalam 8 detik
terakhir adalah 0 kbps, karena lebih kecil dari
burst-threshold, maka burst dapat dilakukan.

Setelah 1 detik, data rate rata-rata adalah
(0+0+0+0+0+0+0+512)/8=64kbps, masih lebih
kecil dari burst-threshold. Burst dapat dilakukan.

Demikian pula untuk detik kedua, data rate rata-
rata adalah (0+0+0+0+0+0+512+512)/8=128kbps.

Setelah 3 detik, data rate rata-rata lebih besar
dari burst-threshold. Burst tidak dapat lagi
dilakukan, data rate turun menjadi max-limit




BURST - SIMPLE QUEUE

Simple Queue <QueueBurst>

General || Advanced Statistics Traffic  Total
Mame: |(ueueBurst
Target: |152.168.1.1
Dist .
Target Upload Target Downlo
Max Limit: |unlimited + ||| 256k
—4— Burst p
Burst Limit: [unlimited * || (512
Burst Thresheold: |unlimited * \1531:
Burst Time: |0 g

Simple Quewue <GueueBurst:

General |Advanced |5tatistic:5 Traffic  Total
Facket Marks:
Target Upload Tanget Downloa

Limit At: |unlimited + || 128k

Priorty: |8 g
[ Test to 192.168.1.254 )

|n.|nr1ing...
140
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QUEUE TYPE

Queue Type dapat dibedakan menjadi 2:

(1) Scheduler queues (BFIFO,
A

Trathic (kbps)

'Y
“':.::“
- Rate equalizing =
(Scheduler) ’f—j

>

PFIFO, RED, SFQ)

Specific

. m rate limit

Tmme

(2) Shaper queues (PCQ & HTB)

-

Trathic (kbps)

A
Fate mitng &
""""" (shaper}) j
ol }
— —
Tme

_ >
Time

specific
rate lirmit
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[ Flowy 1
Flow 2
Flow 3

Flowy 4

Flow 5
Flow &
Flow 7

Flow 8

PFIFO & BFIFO

* FIFO mengirimkan paket berdasarkan waktu
kedatangannya, parameter queue size
menentukan jumlah data yang bisa diantrikan

5

RERE

T

I

drop
when

fusll

FIFO Queue

—~ EEEEE

# | New Queue Type

v

Type Mame: |queuel
Kind: |pfifo *

Queue Size: (10 packets
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RED

e RED melihat trafik rata-rata

Probability (P3)

avgy = mings,—no dropped packets

1 ------------- |

"

avg, = max; —dropped all packets

Mifgy £ avgy < Maxy; — packetsare dropped

F | New Queue Type
Type Mame: |queuel
Kind: |red

- with probability P4
AVEg
Queue Size: |60 packets
Min Threshaold: |10 pachkets
3 Mzoe Threshold: |50 packets
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SFQ

e Stochastic Fairness Queuing membagi paket
dalam ukuran yang sama besar kemudian
memasukkan ke dalam beberapa antrian.
Kemudian di keluarkan dengan algoritma

round robin. SFQ dapat berisi 128 packets dan
dapat menyediakan 1024 sub queue

(OCOO)

— (OO0O) —i
o0 oo
(OCO0O)

(O O)

ANTRIAN ~ PENJADWALAN
ROUND ROBIN
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PCQ

 PCQ tidak membatasi jumlah sub-queue

 PCQ akan membuat sub-queue, berdasarkan
parameter pcq-classifier, yaitu: src-address
dst-address, src-port, dst-port

Subgqueues
BRC-ADDRESS=10.1.0.11

/|- il
| @ BRC-ADDEESS=10.1.0.12 I|
Flow1 :l |:| _— | E . SRC-ADDAESS=10.1.0.13 . E |
To interface
FlowZ - -- - % BRC-ADDREBS=10.1.0.14 l o -
g | = o= :E ¥
Flowd NN — | & Ty %
wo| T —+
Flowd Ly
- - - | T:,"" SRC-ADDRESS=10.1.0.1€ =
| & |~ —~ | &
L“\ BRC-ADDEESS=10.1.0.17

/P
-
/

=
-
_—
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 PCQ dapat digunakan untuk menyamakan
penggunaan bandwidth bagi setiap user

8 ‘users’

PCQ

2 ‘“users’ 4 “users’

512k )
512k 3
512Kk } =T
512k } 512k
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PCQ

Simple Queues  Inteface Queues  Queue Tree |Husue Types

9P T =
Type Name Kind
| |l PCQ Download pCq

Classifier Dst. Address
digunakan untuk trafik
download, sedangkan untuk
trafik upload menggunakan
classifier Src. Address

Queue Type <PCA_Download:

Type Mame:
Kind:

PCG_Download

Pcg

Rate:

212k

Lirnit ;

Total Limit:

Burst Rate:
Burst Threshald:

Burst Time:

Classifier

Src. Address
Src. Port
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2000
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v [st. Address

Dst. Port
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PCQ

Simple Queue <gueus]:

Gerneral || Advanced Statistics Traffic  Total Total Statistics

Mame: |queuel

Target Upload Target Download
2M

|
|

Max Limit: |unlimited

I::'rts,-“%

Simple Queue <gueue]:

General |Advanced|  Statistics Traffic  Total Total Statistics

Target Upload Target Download
Limit At: (unlimited * | |unlimited + | bits/'s
Queue Type: |defaultsmall #* | ||PCQ_Download *
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PCQ

PCQ membagi bandwidth merata bagi user aktif

Queue Type <PCA_Download:>

Type Mame: |PCQ_Download

Kind: |pcq *
Rate: |0
1 user 2 users 8 users
| 256k | >
1M L 256k | >
| 256k | >
2M 2M m
| 256k | >
1M m
| 256k | >
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TRAFFIC MONITOR

[l MNew Teminal

Traffic Generator

—>[ Traffic Monitor

On Bvent:

Name:
Interface:
Traffic:
Trigger:
Threshold:

Traffic Monitor <tmon 1

Y EIERIEE
Mame ¢ |Inteface Traffic Trigger | Threshold
tmon etherl  received  above 1500000

tmon 1

ether

received

above

1500000
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TORCH

 Memeriksa trafik yang melalui interface

Metwatch
Packet Sniffer
Fing

Ping Speed
Profile

SM5

Telnet

Tarch

Traceroute

Torch (Running) =] E3
— Basic ~ Filters Start
Interface: |etherl |#| Src. Address: |0.0.0.0/0 | 5
op
Ertry Timeout: | 00:00:03 's  Dst. Address: |0.0.0.0/0 | =
QSE
- Collect Src. Addressé: |::J-"'|:II |
Src. Address Src. Addresst
Dst. Address6: |-:/0 | | New Window
Oist. Address Dist. Address6
] MAC Protocol ] Por MAC Protocal: |all =]
| Protocol | VLAN Id Protocol: |E|r11.r " +
Port: |E|n1,.r ||3
VLAN Id: [any E
Et...  |Pret... Src. Dst. \VLAN Id|Tx Rate |Rx Rate | Tx Pack... Rxf~
800 fip) 255.255.755.255 0.0.0.0 131kbps  Obps 4
800 (ip) 192.168.1.253 91.232.82.92 154kbps 4.4 kbps 1
800 fip) 192.168.1.253 255.255.255.255 Obps 1933 bps 0
800 fip) 192.168.1.253 202.152.192.179 208bps 373 bps 0
800 fip) 132.168.1.253 193.47.247 62 1408bps 348 bps 2
800 (ip) 192.168.1.253 154.50.194.3 §6.8kbps  7.5kbps 8
800 fip) 192.168.1.253 10.10.10.100 3.8kbps 1205 bps 1
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SNMP

e Simple Network Management Protocol
(SNMP) digunakan untuk memonitor jaringan,

SNMP Settings

MEEI'I SME
= L[ sumP —
MFLS Services

Contact Info: |training@milcroline .com

v Enabled

Location: | Yogyakarta

Wireless Station  Feqis

Rx Rate
14 2 kbps
0 bps
0 bps
0 bps
0 bps

B 192.168.1.254 - Device
General Poling Services Outages SnmPp | RouterDS  History Tools
EE e E Interface ||p Route Amp Bridge Fdb Storage Cpu
1 NERE=

132.168.1.0/24 Name Type MTU | TxRate
etherl (1) ethemet-cama... 1500 326 kbps
\ gther? () ethemet-cama... 1500 0 bps
etherd (3) ethemet-cama... 1500 0 bps
r’ wlan1 (4) ieeedlZ11 1500 0 bps
_ X wlanZ (5) ieeedliZ11 1500 [ bps

i : MikroTik Academy Preparation - MTCNA
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LOCAL MANAGEMENT




ARP

* ARP melakukan pemetaan IP Address dan
MAC Address yang bersifat dinamik

Switch ARP List

Mezh 4 =T
IP IP Address MAC Address

D ©172.16.10.100 DO:DF9A22:3667 ~ |
|PvE D 81721610101 50:E7:C3:50:DE:BS

D ©2172.16.10.102 20:68:9D77-B0-AA
0 C1721610.106  20:7C:8F:68:D7:0C
D - dynamic 10108 DO:DF-94:97-23.C2

0
_ D ©172.16.10.112 20:68:90-8ACO-3B
Accounting E172.16.10121 00:26C7776E32 (| Max 8192

ARP B

=1152.168.1.1 00:0C:42:55:58:C4
=152.168.1.73  00:ED:4C:36:01:39

Addrassas D S172.16.10.128 9C:4E:36:40:19:34
D ©172.16.10.133  00:15:AF:4C:08:A2
DHCP Cliert D 1721610150 00:22:5F:39.CD:E4
D
D
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ARP

* ARP dapat digunakan untuk memasangkan
sebuah IP Address, MAC Address dan port
router, dengan demikian port yang ada di
router hanya bisa digunakan oleh pengguna
vang memiliki pasangan IP Address dan MAC
Address tertentu. Namun demikian pengguna
lain masih dapat login ke winbox melalui MAC
Address




ARP

* Pemasangan IP Address dengan MAC Address

IP > ARF
MPLS Accounting
o | | = = | T g == M O T
IP Address MAC Address Interface IF Address MAC Address Interface
D 11592.168.1.253 60:EB:65.74:FC:13 etherl =11592.168.1.223 60:EB.63:74:FC:13 etherl

ARF <152.163.1.253>

Interface: etherl

IP Address: |152.168.1.
MAC Address: |60:EB:65:74:FC:13

53 L 0K

....................................

Remove

Make Static )
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ARP

* Pemasangan dengan port router

Jika ARP
Interface | Fthemet EolP Tunnel IP Tunnel GRE Tunnel
- =k dikonfigurasikan
R T;n;teheﬂ BT o) ocngan reply-only
Interface <etherl> di interface, router
General | Ethemet Status Overall Stats R Stats ..
Name: |ether] hanya akan
e membalas ARP
MTU: [1500 request saja.
MAC Address: |00:0C:42.5E:28:53
ARP: [rephy-only *
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DHCP SERVER

* DHCP Server merupa
memungkinkan setia

kan protocol yang
0 peralatan komputer dalam
jaringan mendapatkan IP Address otomatis

 Hanya ada satu DHCP Server di setiap interface

Mesh

P

DHCP ) MNetworks Leases Options Option Sets  Alerts

MPLS

DHCP Client
DHCP Relay

> DHCP Server

DNS

+ ]

DHCF Config

DHCP Setup

Mame # |Inteface Lease Time |Address Fool

DHCP Setup

OHCP Server Interface: etherl

|

Back

Mead

MikroTik Academy Preparation - MTCNA
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DHCP SERVER
* DHCP Server Address

Space merupakan IP
Address untuk DHCP DHCP Address Space: [192.168.1.0/24

* Gateway for DHCP Network, IP Address yang
dijadikan gateway bagi DHCP Client

DHCP Setup [=] E3

Gateway for DHCP Metwork: | 1592.168.1.254
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DHCP SERVER

* Addresses to Give Out, merupakan rentang IP
vang disediakan untuk klien melalui DHCP,
secara otomatis akan terbentuk di IP Pool

DHCP Setup = £
Pools | lsed Addresses
Addresses to Give Out: |[.168.1.1-192.168.1.253 | & dh T
Back Mend Cancel Name Addresses
s qrdhcp_pooll 192.168.1.1-192.168.1.253
Pembagian IP address oleh DHCP Server dimulai dari IP

terbesar dari pool (default)

v
1 J2 I3 J4 |5 j6 |7 |8 |9 |10 J11 12 |13 |14
v
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DHCP SERVER

 DNS Servers, IP DNS yang diberikan kepada
DHCP Client, mengacu pada konfigurasi DNS

DHCP Setup O x|
DNS Servers: [10.10.10.100 A

* [ease Time, jangka waktu penggunaan IP
Address oleh DHCP Client

DHCP Setup O x|

Lease Time: |3d 00:00:00
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DHCP SERVER

DHCP Server

DHCP || MNetworks Leases Options Option Sets  Alerts

DHCP | Networlks

|Leases Options  Option Se

|| = |« ||| | T | | DHCP Corfig || DHCP Setup || = T
Mame ¢ |Interface |Lease Time |Address Pool Address ;| Gateway DMS Servers
dhcpl  etherl  3d 00:00:00 dhcp_pool2 152 168.1.0/24 1921681254 10.10.10.100
DHCP Setup DHCP Metwork <152.168.1.0/24>
Setup has completed successfully Address: | 192.168.1.0/24
Gateway: |157.168.1.204
Metmash:

DMNS Servers: | 10.10.10.100

Diomain:
WINS Servers:
MTP Servers:
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IP Pool

* |P Pool digunakan untuk mendefinisikan
rentang IP Address di DHCP Server

4

Ol %
Pools || Used Addresses
ot i
MName Addresses Mext |+
o Multimedia_Pool 192.168.1.10-192.168.1.25, 192.168.9.10-192.162.9.2% none
P dhcp_pool 152.168.1.1-192.168.1.253 none
IP Pool <Multimedia_Pool>
- Mame: |Multimedia_Pool 1 DK
Addresses: |1592.168.1.10-192.168.1.25 — Cancel
\ 192.168.9.10-192.168.9.25 |% ) [ Apply
Mext Pool: |none ¥ |
Copy
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IP Pool

ODHCP Server

DHCP || Networks Leases Options  Option Sets = Alerts
e | —| |« | 22| || | DHCP Corfig || DHCP Setup
Ma... ¢ Inteface |Relay Lease Time Address Foaol Add AF

dhcpl  etherl 3d 00:00:00 Multimedia_Pool no
DHCP Server <dhcpl:
MName: dhcpl QK
Interface: etherl * Cancel
Relay: v Pq:. ph.r ......
Lease Time: |3d 00:00:00 Disable
Bootp Lease Time: |forever ¥
Copy
Address Pool: | Multimedia_Pool *
Remaove
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STATIC LEASE

IP Address hanya digunakan oleh komputer
tertentu berdasarkan MAC Addressnya

DHCP Server

DHCP Networks | Leases |Dptinn5 Option Sets  Alerts
o (| = | e || 52 T Make Static || Check Status
Address 4 |MAC Address Client 1D Server | Active Address |Active MAC Address | Expires After |Status
X Y 132.168.1.253 60:EB:63:74.FC13  2d 23:58:27 bound
D - dynamic ﬂ
o ||| | o] 82 T || Make Static | Check Status
Address 4 | MALC Address Client 1D Server
o
DHCP Metworks | Leases |Dptiuns Option Sets  Alerts
*||=| || 2] |@] | T| | Make Static || check Status |
Address ¢ |MAC Address Cliert (D Server | Active Address | Active MAC Address | Expires After | Status
| 192.168.1.253 G0:EB:69:74:FC:13 1:60:eb:69:74fc:13 dhopl  192.168.1.253 60:EB:69:74:FC:13 2d 23:56:22 bound
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STATIC LEASE

DHCF | Networks Leases Options Option Sets  Alerts
o T DHCP Config DHCP Setup

Mame ¢ |Interface Lease Time |Address Pool
dhcpl  etherl  3d 00:00:00 static-onhy

DHCP Server <chop> Jika static-only,

MName: dhcpl QK .
Interface: |etherl * Cancel D H C P t | d d k

e - [aw)| memerlukan

Lease Time: |3d 00:00:00 —— Ad d ress Poo |

Bootp Lease Time: |forever
Copy
Address Pool: |static-only ¥ T
Remove
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AUTHORITATIVE

* “Authoritative = yes” S S e
Untuk menganggulangi Name: |dhop
adanya DHCP Server
tandingan (rouge/ilegal)
dalam satu network

Interface: |etherd
Relay:
Lease Time: |3d 00:00:00

Bootp Lease Time: |forever

* Adaptasi jaringan lebih Address Pool: |dhep_pool
cepat jika ada perubahan Sre. Address:
konfigurasi DHCP Delay Threshold:

Authontative: |yes
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DHCP ALERTS

oh = | T
Interface Alert Timeout
ether 00:00:05

DHCP Alert <etherl:

Interface: etherl

Alert Timeout: |[00:00:05

Unknown Servers:

On Alert:

DHCP Metworks Leases Options Option Sets  Alerts

Valid Servers: |00:0C:42:43:A0:66

Valid-Server, MAC
Address interface DHCP
Server yg sah

On-Alert, menjalankan

script tertentu jika ada
DHCP-Server lain

log info message="Awas DHCP Palsu™
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DHCP ALERTS

th2

R R R R
. 2000
.
L ]
.
L ]
.
.
L
.
..I....I-.....-..-.....-..‘
Log
Freeze

Jan/01/2002 01:00:04 memory system, info router rebooted

Jan/01/2002 01:00:11  memory interface, info gther link up (speed 100M, full duplex)

Jan/01/2002 01:00:12  memory wireless, info 00:0C:42:B7:B0:EF @wlan1 established connection on 2462000, 5510 Quitrex

Mar/11/2014 05:45:16 memory gystem, info, account  user admin logged in via winbaox

Mar/11/2014 05:50:00 memony dhcp, critical, emor dhcp alert on ether]: discovered unknown dhep server, mac 00:0C:42:95:14:67, ip 152.168.100. 254
Mar/11/2014 05:50:01 memory script, info Awas DHCP Palsu

Mar/11/2014 05:51:09 memory dhcp, crtical, emor dhcp alert on ether1: discovered unknown dhep server, mac 00:0C:42:95:14:67, ip 192.168.100.254
Mar/11/2014 05:51:09 memory script, info Awas DHCP Palsu

Mar/11/2014 05:51:51 memory dhcp, crtical, emor dhcp alert on ether1: discovered unknown dhep server, mac 00:0C:42:95:14:67, ip 192.168.100.254
Mar/11/2014 05:51:51 memary script, info Awas DHCP Palsu

MikroTik Academy Preparation - MTCTCE




DHCP Options

* DHCP Options memungkinkan pemberian
informasi tambahan bagi DHCP Client sesuai
option list di :

— http://www.iana.org/assignments/bootp-dhcp-
parameters
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DHCP Options

* Optlons yang :)Isa dllakUkan DHCP MNetwork <192.168.1.0/24:
tanpa DHCP options: Address: [192.168.1.0/24
— Subnet-mask/netmask (option 1) E:IEWE': e
— Router/gateway (option 3) DNS Servers:

— Domain-Server/DNS Server Dﬂ“ﬁ"“
(Opt|0n 6) WINS Servers:

) MTP Servers:

— NTP-Servers (option 42) Next Server.
— NETBIOS-Name-Server/WINS Boot File Name:

server (option 44)
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DHCP Options

* Custom DHCP options:

— Classless Static Route (option 121) —

— “Ox18AC10010A0A1464" = “network=172.16.1.0/24
gateway=10.10.20.100"

Ox | 18 | AC1001 | OAOA1464 |

Ox — Hex Number

18 — Subnet/Prefix = 24

AC 10 01 — Network =172.16.1.0
OAOA1464 — Gateway = 10.10.20.100




DHCP Options

DHCP Metworks Leases | Options |Dptinr1 Sets  Alers DHCP | Metworks |Leases Options  Optio
+|=| T + | = T
Mame ¢ |Code |Value Address ¢ | Gateway
opsi_dhcp 121 (18ACT10010A0A 7464 192.168.1.0-24 152.168.1.254
DHCF Option <opsi_dhcp> DHCP Network <192.168.1.0/24:
Mame: |opsi_dhep OK Address: |152.168.1.0/24
Code: | 121 Caroal Gateway: |192.168.1.254 —
Value: |B<13ACT0010A0A146: """ ,qu F'h-’ """ Netmask: ¥
Raw Value: [182c10010a0a1464 | — Enp}' ....... Boot File Name: -
DHCP Cptions: |opsi_dhcp "i —
DHCP Option Set: b
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DHCP CLIENT

DHCF Client )| DHCP Client Options
s (=1 | | | Release Renew
Interface Use Peer DNS | Add Default Route |IP Address Expires After
ether YES VES 152.168.1.253/24 2d 23:55.42
DHCP Client <ether1> DHCP Client dapat menerima
DHCF | Status IP Address/ Subnet mask,
Interface: etherl Gateway DNS
v |lse Peer DNS ’
v| Use Peer NTF Informasi Hostname dan
DHCP Options: |hostrame | # | 2 Client ID akan dikirim ke DHCP
clientid */ ¢ Server, jika tidak diisi
DR, ;1 Hostname akan berisi System
Defauit Foute Distance: |0 Identity dan Client ID berisi

MAC Address
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DHCP RELAY

* DHCP Relay menerima DHCP discovery dan
request kemudian meneruskannya ke DHCP

server

* Hanya ada 1 DHCP relay antara DHCP Server
dan DHCP Client

e Konfigurasi “local address” pada DHCP Relay
harus sama dengan “relay address” pada

DHCP Server.




DHCP RELAY

2)
M)

ROUTER1 ROUTER2

10.10.10.2/24

wlani

DHCP Relay
192.168.102.254/24

192.168.1.254/24
ctherl

_ “ ether2
10.1.1.1/24 10.0.1.2/24
DHCP Server
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DHCP SERVER - R1

Address <10.1.1.1/24 |IP Pool <dhcp_pool_relay ré:

Address: | 10.1.1.1/24 Mame: |dhcp_pool_relay r?
Metwarc: | 10.1.1.0 Addresses: |152.168.102.1-132.168.102.253
Interface: |etherd
DHCF ||"-.|El'wnrks Leases Options Option Sets  Alerts DHCP | Networks ||—EE|5E=5 Options
de| | = |« %| T | DHCP Config || DHCP Setup g = T
|r'-.|ame s |IrrterFE|::e |Hela}r Address Pool Address ¢ |Gateway
dhepl  etherd dhcp_pooll 152.168.1.0-24  152.168.1.254

— dhcp2  ether? 192.168.102.254 dhcp_pool_relay r2 Oy || 152.168.102.0/24 152.168.102.254

DHCP Server <dhcp2: DHCP Network <132.168.102.0/24 >

Name: |dhcp2 Address: |192.168.102.0/24
Interface: |ether? Gateway: |152.168.102.254
Relay: [1592.168.102.254 Metmask:
Address Pool: |dhcp_pool_relay_r2 DS Servers: |10.10.10.100
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DHCP RELAY - R2

Address <10.1.1.2/24>

Address: [10.1.1.2/24 + V| | Reset Counters

Name Intefface DHCP Server Local Address
Network: | 10.1.1.0 relayl  ether3  10.1.1.1 192.168.102.254
Interface: |ether2 DHCP Relay <relay1>

General  Status

Address <192.168.102.254/24>

Name: relayl
Address: |192.168.102.254/24 Interface: |ether3
Network: |192.168.102.0 DHCP Server 110.1.1.1
Interface: |ether3
Delay Threshold:

Local Address: | 152.168.102.254

Disable ethernet laptop di router2, enable lagi
IP Address yang diperoleh?
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TUNNEL




PPPOE

PPPOE merupakan m
tunneling L2 oleh -
karena itu PPPOE > <Y
Server dan PPPOE “"M/
Client harus berada A

. . . ~V i«-PPPOE
dalam jaringan fisik

yang sama. N
"-.‘ws 1254024
10.10.10.1/24 ) etherl :

wlani —
userl]
192.168.1.1/24
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PPPOE Server

* PPPOE Server menerima koneksi klien pada

interface tertentu melalui proses autentikasi

* Klien dapat diautentikasi melalui: Lokal user
PPP (Secret), MikroTik Radius, Free Radius Linux

Bridge
PPP ]| Intefface | PPFoE Servers| | Secrete Profiles A
Switch ob T

&) zervice1 wiani 1480

PPPoE Service <service1=

interface koneksi
ke PPPOE Client

Service Name: |zervicel

Service... / |Inteface Max MTU |Max MEL

14380

> Interface: (wlan

|
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PPP Secret

* PPP Secret menyimpan PPP Secret <userl>
username dan password [ MName: |userl
untuk diberikan ke user Password: |user]

. Service: |any
maupun pengaturan lainnya

* Service, sebuah username

dapat dikonfigurasikan any
. async
untuk service tertentu atau 2p

semua service (any) _——  ovpn

pPppoe
pptp
___Sstp
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PPP Secret

 Local Address, |IP Address
vang diberikan ke server
ketika ada user yang login
dan sudah terautentikasi.

e Remote Address, |IP Address
bagi user yang diautentikasi.
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PPP Secret <userl=

Mame:

Password:

Service:

Caller 1D
Profile:

user]

user]

any

default

:

Local Address:

emote Address:

12.1.1.1
12.1.1.2
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PPP Profile

 PPP Profile mendefinisikan parameter bagi
sekelompok user di database lokal (Secret)

PPP

Interface PPPoE Servers  Secrets

Profiles

o€ = L

(zeneral

Active Connections

FPP Profile <Profile_FPPOE:

Protocols  Limits

Mame: |Profile FPPPOE
Local Address: 111.1.1.1

Remote Address: (11.1.1.2
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PPPOE Client

PPPOE Client adalah host yang akan melakukan
koneksi ke PPPOE Server dan akan diberikan IP
Address jika autentikasinya berhasil

_ Interface <pppoe-out1> Interface <pppoe-out 1
(e jF’F'ﬂESmm General | Dial Out  Status | General [ Dial Out

&~ =

MName: pppoe-outl Service:

PPP Server
PPP Client

OVPN Server .
Interfaces: |[wlan User: |userl
OVPN Client
Fl

PPPOE Server assword: |user]

PPPoE Client

Type: |PPPoE Client AL Mame:
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PPTP

* Koneksi antar router melalui Internet yang
oersifat secure, digunakan untuk koneksi

jaringan lokal melalui WAN.

* Mikrotik RouterOS bisa berfungsi sebagai
PPTP Server maupun PPTP Client atau
gabungan dari keduanya.

* Fungsi PPTP Client sudah tersedia dalam
sebagian besar Sistem Operasi.




Router 1

192.168.1.254/24

wlani

PPTP

)
D)

Router 2/PPTP Server

192.168.2.254/24

etherl

Home Office

10.10.10.1/24
ILILILZ T

etherl

wlani
10.10.10.2/24

e I RTRIR

-
-

-a =

iiiiiiiiiiiii

Remote Office
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PPTP SERVER

Interface | PPPoE Servers  Secrets

Profiles

Active Connections

+1r|=| ﬁ?{?ﬁ T

PPP Scarner ([ PPTP Server |

Mame £ | Type

L2 MTU |Tx

Frabled

Max MTL: | 1450

Inteface PPPoE Servers | Secrets

|F'n:

L3

=¥

PPt

Mame ¢ |Password |Service

Calle

FPP
neface PPPOE Servers Secrets Profiles [ Active Connactions)-
= | T

Mame ¢ 5Service Caller D |Encoding Address

L &userl pptp 10.10.10.1 MPPE128 stateless 11.11.11.2

R - RADIUS

L -local Active Connections, user yang
terhubung ke PPTP Server
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ﬂ'useﬂ user]

PPP Secret <userl

pptp

r

Mame:

Password:

Caller 1D
Profile:

user]

user]

\ Service: pptp _;

default

Local Address:

11.11.11.1

Remote Address:

11.11.11.2
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Interface

PPPoE Servers Secrets

gp

T

PPP Server
PPP Client
PPTP Server

PPTP Client

S55TP Server
55TP Client
L2TP Server
L2TP Client
OVPN Server
OVPM Client
PPPoE Server
PPPoE Client

|

PPTP CLIENT

Inteface <pptp-out1:

General | Dial Out || Status  Traffic OK
Connect To: [10.10.10.2 ﬂ Cancel
p ~ |
UEE.I’ UEE.I'-I " ........ w F:.l.b.r .......
L FPassword: |userl N Dizable
J
Profile: |default-encryption * Comment
|| Dial On Demand Copy
|| Add Default Route Remove
— Allow Torch
pap chap
mschap mschapd
enabled running Status: connected
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STATIC ROUTE - PPTP

* Koneksikan antar klien dengan static route?

Routes | Newthops  Rules YRF Foutes | Mexthops  Fules WRF
| = ||| i e | = |« 52 T
Dzt Address £ | [aateway Dzt Address £ | [aateway
A5 00000 10.10.10.100 reachable wlani A5 00000 10.10.10.100 reachable wlani
DAC F101010.0/24  wland reachable DAC B101010.0/24  wlan reachable
DA F11.11.111 pptp-out] reachable LAt E11.11.11.2 pptp-in reachable
DAC P 192.168.1.0424  etherl reachable A5 F192.168.1.0424 11.11.11.2 reachable pptp-in
A5 19216320 11.11.11.1 reachable pptp-outl DAC P 192168.2.0/24  ether] reachable
Il Route <192.168.2.0> I Route <192.168.1.0/24=
General | Attibutes General | Atributes
D=t Addresz: (19216820 D=t Address: [192.168.1.0/24
laateway: |11.11.71.1 | #| |reachable pptp-out1 Gateway: |11.11.11.2 | # | |reachable pptp-in
PPTP Klien PPTP Server
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SSTP

e SSTP adalah protocol tunnel (TCP Port 443)
yvang memanfaatkan SSL 3.0 digunakan untuk
meningkatkan keamanan tunel dengan
enkripsi dan autentikasi berbasis SSL (Secure
Socket Layer)

e SSTP Protocol tidak disupport oleh banyak OS
salah satu satu OS yang memiliki SSTP Clients
adalah Windows 7 dan Windows Vista

 Untuk koneksi SSTP antar MikroTik, koneksi
dapat dilakukan tanpa sertifikat SSL




KONFIGURASI SSTP

SSTP Server
Enabled
Port: 443
Max MTU: | 1500
Max MRU: | 1500
MREL: b
Keepalive Timeout: &0 e
Default Profile: |default +
- Authentication
pap chap
mschap 1 mschapZ
Cerificate: |none +
|| Verify Client Certfficate

SSTP Client

Interface <sstp-out1:

| Status  Traffic

MikroTik Academy Preparation - MTCNA

Genergl  Dial Out
Connect To: | 10.10.10.1
Port: 443
Proogy:
Proogy Port: | 443
Cerificate: |none
|| Verify Server Certificate
|| Verify Server Address Fro
User: |userl
Password: ™
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NETWORK INTRUSION




NETWORK INTRUSION

* Network intrusion adalah gangguan yang
dapat menurunkan kinerja jaringan,
diantaranya adalah sebagai berikut:

— Port scan
— Dos Attack/SYN Flood
— Ddos Attack




PORT SCAN DETECTION

* Port scan digunakan untuk mencari adanya
port yang terbuka

+ Port yang tidak

digunakan sebaiknya T

ditutup (disable) W o

dengan [P Service X ftp 21
@ zsh 22
@ telnet 23
@ winbaox 8291
@ WA 80

 MikroTik menyediakan opsi Port Scan
Detection (PSD) untuk mencegah port scan TCP
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PORT SCAN DETECTION

* PSD akan mendeteksi jika skor Weight Treshold
tercapai dalam durasi Delay Threshold

 Kalkulasi Weight Threshold: pemes
¢ pOrt <=1024 . 3, (LOW) General Advanced | Bxdra | Action
e port >1024 :1, (High) 7 omneeten
* scan port 11,12, 13, 2000: 10 | « PsD

Weight Threshold: &

Firewall Rule <>

Delay Threshaold: | 00:00:03

Gerneral || Advanced Bdra  Action

Low Port Weight: |3

Chain: |input _ _
High Port Weight: |1
Protocol: G tcp) - Hotspot
Src. Port:

e eenn. =My Preparation - MTCTCE




DOS ATTACK/SYN FLOOD

* Target dari Dos Attack adalah menghabiskan

sumber daya router, misalnya overload CPU
(100%) dan bandwidth

* Router akan dibanjiri dengan paket TCP/SYN,
vang menyebabkan router akan merespon

dengan paket TCP/SYN-ACK dan menunggu
paket TCP/ACK




B B

/

B B

DOS ATTACK/SYN FLOOD

SYN

SYN-ACK

:

ACK

5N

W

SYM-ACK

S5YN

/

Pada kondisi normal koneksi TCP
user dan server melalui three-

way handshake
. Attacker mengirim pa
£ terus menerus tapi tic

ket SYN
ak

mengirim “ACK”, ini a
s menghabiskan sumbe

=& justru akan ditolak
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DOS ATTACK/SYN FLOOD

* Solusi: IP yang menggunakan koneksi sejumlah
tertentu akan diasumsikan sebagai penyerang

 Tahap awal tahap menerapkan DOS pretection
dengan membuat daftar penyerang berdasarkan
pada connection-limit

Firewall Rule <= Firewall Rule <>
General Advanced | BExra || Action General Advanced Bara | Action
4.~ Connection Limit Action: |add src to address list
Lirmit : 2

Address List: |black_list
Metmask: |32

Timeout: | 1d 00:00:00
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DOS ATTACK/SYN FLOOD

* Menerapkan “drop” ke daftar yang
terdeteksi, untuk menghindari setiap koneksi
TCP yang di drop membuat new connection,
gunakan action tarpit

Firewall Bule <>

Firewall Rule <=

General | Advanced | Bdra Action Statistics General | Advanced | Bura | Action

Src. Address List: black_list Action: |tamit

Dist. Address List:
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DDOS ATTACKS

°12 Mesh Services A Distributed Denial
P> Settings of Service attack is

7 MPLS Socks

v |P Forward

v Send Redirects

very similar to DoS
attack only it occurs
from multiple

Accept Redirects Compromised systems

v| Secure Redirects

v| Allow Fast Path * On
Allow Hw. Fast Path hel

RP Filter: no

v TCP S5ynCookies

MikroTik Academy Preparation
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FIREWALL MANGLE




MANGLE

Mangle hanya bisa digunakan di router yang
sama, dan tidak terbaca oleh router lainnya.

Pembacaan rule mangle akan dilakukan dari
atas ke bawah secara berurutan.

Setiap paket data hanya memiliki maksimal 1
conn-mark, 1 packet-mark, dan 1 route-mark

Ada lima chain utama yaitu: prerouting, input,
forward, output, postrouting, serta ada juga
user define chain




MANGLE

 Mangle adalah cara untuk menandai (mark)

QUEUE
» TREE
FIREWALL
MANGLE
MARK
———»
PACKET l
MARK - FIREWALL FILTER
CONNECTION FIREWALL NAT
MARK
ROUTING
POLICY ROUTE
» (STATIC ROUTE)




PRE
ROUTING

.

.
" .
" .

.

.
" .
" .
" .
" .
" i
" ]
K, i
rrrrrrrrrrrrrrrrrrrrrrrrrrrrr

MANGLE

DST-NAT

1

MANGLE
PREROUTING

1\

CONNECTION
TRACKING

INPUT
INTERFACE

FORWARD
> ROUTING _HP MANGLE FILTER
DECISION : FORWARD FORWARD
N SRR T e R R R R POST
ROUTING
ROUTING MANGLE :
INPUT Lo, DECISION "| POSTROUTING | :
MANGLE QUTPUT:
INPUT 3 FILTER SRC-NAT
OUTPUT
; }
FILTER t , _
INPUT MANGLE GLOBAL HTB |:
v OUTPUT
CLOBAL HTE z —— I
CONNECTION HTB
.................... TRACKING INTERFACE
Y S l
¥
LOCAL LOCAL QUTPUT
PROCESS-IN PROCESS -OUT INTERFACE
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MANGLE (Action)

accept, paket data diterima

jump, paket data akan diforward ke chain lain
sesuai parameter jump-target

return, paket data akan dikembalikan ke chain
asal sesuai urutan rule firewall jump sebelumnya.

passthrough, mengabaikan rule dan akan
diteruskan ke rule dibawahnya.




MANGLE (Action)

e Jika passthrough =no, paket data 192.168.1.1
akan melewati 2 rule saja.

Firewall

Fiter Rules MNAT Mangle | Service Pots Connections Address Lists  Layer7 Protocols
+ 1| | ¥ | Feset Counters |00 Reset Al Counters |
H | | Action Chain |5rc. Address |Connection Mark |Mew Paclket Marc | Passthrough | Mew Connection Mark
0 & mark connection input  1592.168.1.1 YES mark conn 1
| 1 _# mark packet inpLit mark_conn_1 mark_packet 1 no
2  # mark connection input  192.168.1.2 VES mark_conn_2
3 mark packet input mark_conn_2 mark_packet 2 VES
4  # mark connection input  192.168.1.3 VES mark_conn_3
5 4 mark packet input mark_conn_3 mark_packet 3 VES
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MANGLE (Action)

mark-connection, menandai paket “new” dari
sebuah connection.

mark-packet, menandai semua paket data.
mark-routing, menandai jalur routing

change MSS, mengubah besar MSS dari paket
di paket header, agar tidak terfragmentasi
ketika menggunakan koneksi VPN




MANGLE (Action)

Change TTL, default 64,
berkurang satu setiap kali ™=
forwarding. == changs TT1=
Router tidak melewatkan

trafik ke route selanjutnya  [UEECGIES
J|ka TTL yang diterima 1 General Advanced Bdra Statistics

B S Sy —
ot e, e e 2

Action: |change TTL

Mangle Rule <=

GGeneral | Advanced BExdra Action Statistics Log
Log Prefix:
Chain: |forward : g
_ TTL Action
Out. Interface: || |ether] (* change © incremert © decrement
Mew TTL: |2
Passthrough
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MARK ROUTING

* Dilakukan sebelum proses routing decision,
gunakan prerouting untuk trafik yang menuju/
melalui router. Untuk trafik dari router output.

PR AR e
.| ROUTING _» MANGLE FILTER
*| DEcision [i'| FORWARD FORWARD [
et e e et ieteeieeeeeeeeeeeeetttttttttttiaaaaaaaanananaaannns : POST
ROUTING ...
INPUT ROUTING .|  MANGLE |
PRE SN ISR , DECISION | POSTROUTING |
ROUTING| ... z 5 : T =
MANGLE DUTPUT ............ f ............
: . Pl INPUT : FILTER Do SRC-NAT
DST-NAT 4 - : : OUTPUT P
1 i R f B |
‘| MANGLE | | INPUT il MANGLE |: i GLOBALHTB |:
. | PREROUTING |: ¥ ; ‘| outpur |: :
: T i E GLOEALHTE ; i 1 ; b _ 3
i | CONNECTION |: : i{| CONNECTION |: HTB
|| “TRacKmNG | || || “TRackinG || INTERFACE
INPUT LOCAL N LOCAL OUTPUT
INTERFACE PROCESS-IN "| PROCESS -0UT INTERFACE

MikroTik Academy Preparation - MTCTCE




MARK ROUTING

10,10.10.0/24 10,10.20.0/24

192.168.1.254/24
192.168.11/24

192.168.1.2/24
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MARK ROUTING
 Mark Routing

Mangle Rule <1592.163.1.2> Mangle Rule <152.168.1.2>

General |A::I'n.ran::ed Exira Action General Advanced Bdra Action | Statistics
Chain: |prerouting Action: |mark routing
Src. Address: | |[192.168.1.2 Mew Routing Mark: route_ispd
Dist. Address: || Passthrough

* NAT

MNAT Rule <= NAT Rule <=
General |A::I'n.ran::ed Extra Action General Advanced BEdra Action
Chain: |srcnat Action: |masguerade
Src. Address:
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Route <0.0.0.0/0=

MARK ROUTING

Ost. Address:

Gateway:

Target Scope:

General | Attributes

0.0.0.0/0

10.10.20.100

#l

reachable wlan

10

Routing Mark:

route_isp2

Routes | Nesthops Rules VRF

|| = [« |52 | |T

Dst. Address

¢ | Gateway

Distance |Routing Mark

AS P 0.0.00/0

10.10.10.100 reachable wlan1

AS P 0.0.0.0/0

10.10.20.100 reachable wlanZ

route ijspd

DAC P 10.10.10.0/24 wlan1 reachable
DAC P 10.10.20.0/24 wlan?2 reachable
DAC P 152.168.1.0/24 bridge1 reachable

1
1
0
0
0
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PROXY




PROXY

* Mempercepat proses browsing dengan cara
menyimpan data-data yang sudah pernah
diakses dari internet di cache, kemudian jika
data-data tersebut diakses lagi, Proxy akan
mengambil data tersebut dari cache, sehingga
tidak perlu lagi mengambil dari internet, hal
ini akan lebih menghemat bandwidth dan juga
mempercepat akses.




PROXY

o Koneksi tanpa proxy

Koneksi dengan proxy
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PROXY

MEDIA PENYIMPANAN

* PCRouter:
— 1 harddisk (system + cache)
— 1 DOM (system) + 1 harddisk (cache)

* Routerboard (RB450G, RB433UAH, RB1000)

— Internal storage/NAND (system) + kartu memori
tambahan (CF/Micro-SD) untuk cache




PROXY

FITUR PROXY:

* Regular HTTP Proxy, konfigurasi di browser

* Transparent Proxy, konfigurasi hanya di router
* HTTP caching

* FTP caching

* Access list

* Cache access List

* Direct access list

* Logging




PROXY

General | Status Lookups Inserts Refreshes

v'| Enabled
Sre. Address: - [Ma:-;. Cache Size: |unlimited ]

Cache Administrator: |webmaster

Port: |2080 v'| Cache On Disk

4k

 Tanpa cache

Max Cache Size=none,
 Cache to RAM,

Cache On Disk=no
* Cache to Disk,

Cache On Disk=yes
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PROXY

Mew NAT Rule
Generall | Advanced BEsdra  Action Fiter Rules NAT |I'l-l'|angle Service Ports Connections  Address L

L3 thain: dstnat (| = [ «]] 32 Y | | = Reset Counters || 00 Resel
_ H Action Chain |Protocaol |Dst. Port # |In. Interface
Srz. Address: -
0 | masquerade srcnat

Dt Ackipess- 1 = redirect dstnat & dcp) 80 ether

Protocol: [ 1|G¢cp) [« [ENPNEFRIEAN

Src. Port: General Advanced Edra | Action | Statistics
~>{ Dst. Port: [ ||20 Action: |redirect

Ary. Port: [ Log
In. Interface: [ | |etherl < Log Prefoc:

To Ports: (8080
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PROXY

Ulangi browsing dan

Uptime:

Fequests:

00:07:56
h39

General Status | lookups Inserts Refreshes download ya ng tela h

dilakukan, amati

Hits:

33

Kecepatan serta a mati

Cache Used:
Total RAM Lsed:

Received From Servers:
Sent To Clients:

Hits Sent To Clients:

1074 KiB
1099 KB

2 425 KiB
3072 KiB
232 KiB

oula, perubahan
cache yang tersedia.

Hits, menunjukkan
> keberhasilan
nenggunaan proxy
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Acrcess

Cache

Diirect

Connections

Cache Contents ]

Alamat yang
sudah masuk
bisa dilihat di
menu Cache
Contents

PROXY

Web Prosy Cache Contents

LRI

http://i.mt Iv/flags/australia png
http://i.mt Iv/flags/brazil png

http://i.mt Iv/flags./china. png

http://1.mt Iv/flags/indonesia. png
http://1.mt Iv/flags/per png

http://i.mt Iv/made_mfm png

http://1 yimg.com/a/i/tb/yso/ 1616 _m...

http://1 yimg.com./a/i/tb/yso/ 1616 _wvit. ..
http:// yimg.com./a/itb/yso/ /2322 ca...
http:// yimg.com./a/itb/ys0/ /2322 ca...
http:// yimg.com./a/i/tb/yso/ /2322 irf...
http://1 yimg.com./a/i/tb/yso/ /2322 irf...

http://1 yimg.com./a/i/tb/yso/active-20...

http://1 yimg.com./a/i/tb/yso/app_icon-...
http://1 yimg.com./a/i/tb/yso/btn_close...
http:// yimg.com./a/i/tb/yso/gripperd-2...

http://1 yimg.com./a/i/tb/yso/intro_hea...

http:// yimg.com./a/i/tbyso/introblk-20...

http://1 yimg.com.a/i/tb/yso/option_bt...
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File Size

Last Modified

Jan/01/2002 03:17:50

Jan/01/2002 03:17:57
Jan/01./2002 03:17:59
Jan/01/2002 03:17:55
Jan/01/2002 03:17:56
Jan/01/2002 03:18:02
Jan/01./2002 03:18:05
Jan/01./2002 03:17:57
Jan/01/2002 03:17:59
Jan/01/2002 03:18:01
Jan/01/2002 03:17:53
Jan/01./2002 03:18:01
Jan/01/2002 03:17:53
Jan/01/2002 03:17:54
Jan/01/2002 03:17:35
Jan/01/2002 03:17:46
Jan/01/2002 03:17:56
Jan/01./2002 03:13:04
Jan/01./2002 03:17:54
Jan/01/2002 03:17:59
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PROXY:Access

= | T Reset Counters Reset All Counters
H Src. Address Dist. Address |Dst. Host Path |Action |Redirect To|Hits
0 @ 152.168.1.1 www .google.com deny B

Web Proxy Rule <132.168.1.1>

 Akses dari suatu IP ke website
Src. Address: 192.168.1.1 . . .
tertentu bisa diatur di proxy,
Oist. Address:
Dt. Port: e |P Address 192.168.1.1, tidak
Local Port: diperbolehkan mengakses
Dst. Host: L{|www google com google, maka kolom Action diisi
= dengan deny.
Method:
Action: |deny
Redirect To:
Hits: |5 MikroTik Academy Preparation - MTCTCE




PROXY:Access

= T Reset Counters Reset All Counters
Src. Address Dst. Address |Dst. Port |Dst. Host Path Action |Redirect To|Hits
0 @ 1592.168.1.1 www .google .com deny 1
1 @ www mikcrotilc.com ssupport html  deny 3
Ml by i Tambahkan satu aturan lagi, semua
Src. Address: - . .
N . tidak diperbolehkan mengakses
ot Pot www.mikrotik.com/support.html,
Local Port - namun diperbolehkan melakukan

Path: /support html

\

rDst. Host: www milcrotilc com | & akses ke

7 www.mikrotik.com/download

Method: b
Action: |deny + . . .
I Hits, menunjukkan keberhasilan
edirect To: b
‘ penggunaan proxy
Hits: |3
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PROXY:Access - Redirect

e = | T Reset Counters Reset All Counters
Dist. Address | Dst. Port | Path Action |Redirect To Hits
1] demy 1
1 fsupport html  deny  www mikroline .com B

Web Proxy Rule <=

Src. Address: d

Dst. Address: b
Dst. Port:

Local Port: d

Dst. Host: www mikcrotilc .com | &

Path: Ssupport html N
Method: b
Action: |deny ¥

Redirect To: |www mikroline.com ||
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URL Filtering

Memfilter alamat host Web Proxy Rule <>
*= karakter apapun *

* www.mikro*.com,
untuk filter host: Dst. Port:

* www.mikroline.com, ocal Por v
' " Dist. Host: www mikro® com ||
www.mikrotik.com S
? = satu karakter Local Port:
WWW.mi???????.com, = :E:ht o 7727777 com

untuk filter host:
www.mikroline.com,
WWWw.microsoft.com
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PROXY:Cache

* Menentukan objek mana yang disimpan pada
cache, sebagai contoh akses dari laptop
dengan IP Address 192.168.1.1 ke website

MikroTik, akan disimpan di proxy.




PROXY:Cache

= | T Reset Counters Reset I I
H Src. Address Dst. Host Action |Hits a OW’
1] @ 152 16811 www mikrotik. com  allow 2

masukkan dalam

Web Proxgy Rule <152.168.1.1> h
Src. Address: 192.168.1.1 F 0K Cache
Dist. Address: b Cancel
Dst. Pot: e de ny
V4
Local Port: - Disable t d k d ] kk
Dst. Host: www mikcrotilc.com || Comment I a I m a S u a n
Path X — ke dalam cache
Method: -
Hemove
Action: |allow *
Reset Counters
Hits: |2 Reset All Counters
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PROXY:Direct

* Mengatur koneksi mana yang diakses secara
angsung dan yang melalui proxy server

qr =l Reset Counters
H# Src. Address  |Dst. Host Action
0 > wwww mikroline .com allow

Web Proxy Rule <>

allow, akan langsung mengakses

Src. Address: .
e data ke internet
Dst. Port: deny, akan mencari dulu di cache
ocal Port proxy jika tidak ditemukan akan
Dist. Host: wwww milkiroline .com
— melakukan proses yang sama
Method: dengan allow

Action: | allow
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HTTP LOGGING

* HTTP Logging mencatat proses proxy yang
terjadi selama proxy digunakan

Routing » LD @
[ System [+ LEDs Rules ions
Queues License "{ r T
—H Loggin
Files - g Topics Prefix Action
Lo NTF Cliert * critical echo
. MNTP Server ) emar memory
Radius - info Memory
Tools [+ Packages * waming memary
_ Password webprooy  LogProoy  memaory
Mew Teminal
MetaROUTER o1
_ Reboot
Make Supout rif Log Rule <web-proxy>
Reset Configuration
Manual ,T - b — | & )
Cit Resources Opics: WEDprony hall
Rovuterthoard > Prefic; | LogProsy e
Scheduler \fiction: |memory ¥ )
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HTTP LOGGING

MikroTik Academy Preparation - MTCTCE

5 Log [
all *
Jan/02/15970 00:38:57 webprowy debug  LogProxy: V7Dp -
Jan/02/15970 00:38:57 webprowy debug LogProsgy:  X-Proogy-1D: 102681704
Jan/02/1970 00:38:57 web-prowy debug  LogProngy:  X-Forwarded-For: 192.168.1.1
Jan/02/15970 00:38:57 webproy debug LogProsg: Via: 1.1 192.168.1.254 (Milcratile Http Proogy)
Jan/02/1970 00:38:57 web-proxy debug  LogProsy:
Jan /021970 00:38:57 web-promy debug  LogProxy: Response to "GET hitp://clierts 1. google com/generate _204":
Jan/02/15970 00:38:57 webprowy debug LogProsgy: HTTPA1.1 204 No Content
Jan/02/15970 00:38:57 webproy debug LogProxy:  Content-Length: ©
Jan/02/15970 00:38:57 webprowy debug  LogProxy: Content-Type: text.html
Jan/02/15970 00:38.57 web-promy debug  LogProwy:  Date: Wed, 25 Dec 2010 08:07:57 GMT
Jan/02/1970 00:38:57 webpromy debug  LogPromy:  Server: GFES2.0
Jan/02/15970 00:38:57 webprowy debug  LogProoy:
Jan/02/15970 00:38:58 webprogy debug  LogProxy: Response to "GET
http:/www google com/csi 'v=3s=webdaction=4e=17259 24472 27147,
27586, 27642 28005&ei=XOwaTiraDhydrAezy ZmG D Akexpi=17259, 24472 2
7147 2758627642 280058imc=28imn=2&mp=14t=xsls 352 prt. 356 xjses 4
02 xjsee 458 xjs.590 .0l 739.,iml 708"
Jan/02/15970 00:38:58 webprowy debug LogProoge: HTTPA1.1 204 No Content
Jan/02/15970 00:38:58 webprogy debug LogProxy:  Content-Length: ©
Jan/02/1970 00:38:58 webpromy debug  LogProwy:  Date: Wed, 21 Jan 2004 15:51:30 GMT
Jan/02/1970 00:38:58 web-promy debug  LogProwy:  Pragma: no-cache
Jan/02/15970 00:38:58 webprowy debug  LogProxy: Cache-Control: private, no-cache
Jan/02/1970 00:38:58 webprowy debug  LogProogy:  Expires: Wed, 17 Sep 1575 21:32:10 GMT
Jan/02/15970 00:38:58 webprowy debug LogProxy: Content-Type: text./html =
Jan/02/1970 00:38:58 webprowy debug  LogProxy:  Server: Golfe
Jan/02/1970 00:38:58 web-proxy debug  LogProsy: =




QUEUE TREE

* Pengaturan bandwidth dapat dilakukan di
Queue Tree dan dilakukan di parent, yaitu
parent,

a) Virtual Interface (Global HTB)
b) HTB Interface
* Queue Tree harus menggunakan Mangle




VIRTUAL INTERFACE (GLOBAL HTB)

prerouting/forward/postrouting —T

> MANGLE
FORWARD l
MAMNGLE ROUTING ROUTING MANGLE
FREROUTING DECISION DECISION POSTROUTING
3 ¥ L
MANGLE
INPUT GLOBAL HTB
MANGLE HTB
GLOBAL HTB OUTPUT INTERFACE
; 3 '
INPUT LOCAL > LOCAL OQUTPUT
INTERFACE PROCESS-IN PROCESS -0OUT INTERFACE
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VIRTUAL INTERFACE (GLOBAL HTB)

output/postrouting

> MANGLE
FORWARD l
MAMNGLE ROUTING ROUTING MANGLE
FREROUTING DECISION DECISION POSTROUTING
3 ¥ L
MANGLE
INPUT GLOBAL HTB
MANGLE HTB
GLOBAL HTB OUTPUT INTERFACE
; 3 '
INPUT LOCAL > LOCAL OQUTPUT
INTERFACE PROCESS-IN PROCESS -0OUT INTERFACE
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VIRTUAL INTERFACE (GLOBAL HTB)

input/prerouting

> MANGLE
FORWARD l
MAMNGLE ROUTING ROUTING MANGLE
FREROUTING DECISION DECISION POSTROUTING
3 ¥ L
MANGLE
INPUT GLOBAL HTB
MANGLE HTB
GLOBAL HTB OUTPUT INTERFACE
; 3 '
INPUT LOCAL > LOCAL OQUTPUT
INTERFACE PROCESS-IN PROCESS -0OUT INTERFACE
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HTB INTERFACE

parent

e

MANGLE
FORWARD l
MANGLE ROUTING ROUTING MANGLE
PREROUTING DECISION DECISION POSTROUTING
3 ¥ v
MANGLE
INPUT GLOBAL HTB
MANGLE HTB
GLOBAL HTB OUTPUT INTERFACE
; ! '
INPUT LOCAL LOCAL OQUTPUT
INTERFACE PROCESS-IN PROCESS -0OUT INTERFACE
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HTB INTERFACE

»| MANGLE
FORWARD l
MANGLE ROUTING ROUTING MANGLE
PREROUTING DECISION DECISION POSTROUTING
3 ¥ v
MANGLE
INPUT GLOBAL HTB
MANGLE HTB
GLOBAL HTB OUTPUT INTERFACE
; ! '
INPUT LOCAL - LOCAL OQUTPUT
INTERFACE PROCESS-IN PROCESS -0OUT INTERFACE
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MAN

.m

_;
T,

-"u’l T'Il
0.10.10.100/24

2
S
S

f\

wlani e

ISP Route

GLE - QUEUE TREE

r

Upload Download
Limit | Max | Limit | Max
128k | 256k | 512k | 1M

10.10.10.1/24 |,

102.168.1.254/24

192.168.1.1;
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MARK CONNECTION - USER1

# | New Mangle Rule

General | Advanced Bsra  Action  Statistics Fiter Rules NAT Mangle | Service Pots  Connectio
Chain: |forward oF (=] T Reset Counten

Src. Address: [ 1192.168.1.1 H Action Chain  |Src. Address

1] # mark connection forward 192.163.1.1

Mangle Rule <152.168.1.1>

General Advanced Bsra Action | Statistics

- Action: \mark connection )

Mew Connection Marc: | Mars_Conn_User(
\_ v Passthrough )
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MARK PACKET - USER1

Mangle Rule <
General |.P|.::|1.ran::ed Extra Action Statistics Fiter Rules MNAT Managle |5E:ru'1'::e Ports Connectior
Chain: |forward (| = | «*]|] 5 T | | = Reset Counters
S Address: H Action Chain | Src. Address
0 # mark connection forward 192.168.1.1
Packet Mark: 1 o mark packet Forward
Connection Mark: || Mark_Conn_User(1 Mangle Rule <>
General Advanced Bsra Action | Statistics
( =\

Action: |mark packet

Mew Packet Mar::  Mark:_Packet User(1
\ || Passthrough )
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QUEUE TREE

Queue List

Simple Queues  Inteface Queues Queue Tree | Queue Types

(| =] | «F || 5 T | | = Reset Courters || o0 Reset All Counters

MName ¢ Parent |Packet Marks Limit At (bits/s) | Max Limit (bits.s) | Avg. Rate
............... 2 Queue_Download ether] Mark Packet UserDl =~~~ 512 1M Obps
............... 8 0ueus_Upload  wlanl Mark Packet User0l = 128 256k  Obps
Queue <Queue_Download:>
General | Statistics

Mame: Queue_Download Mame: Queue_lUpload
Parent: |etherT * Farent: |wlanl *
Packet Marks: Mark_Packet_Userl1 | # | & Packet Marks: Mark_Packet_Userl1 | # | &
Gueue Type: |default ¥ Gueue Type: |default *
Priarty: |2 Priarty: |8
Limit At: |512k & hits/s Limit At: [128k & hits/s
Maoc Limit: | 1M & hits/s Maoe Limit: | 256k & hits/s
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BANDWIDTH TEST

Queue List

Simple Quewes  Inteface Queues Queue Tree | Queue Types

e (| = | «F ] 22 T | | == Reset Counters || 00 Reset Al Counters

MName ¢ |Parent |Packet Marks Limit At (bits./5) |Max Limit (bits/s) [Avg. Rate
& Queue Download etherl  Mark_Packet User(1 83k 1M 544 8 kbps
8 Queue Upload wlanl  Mark_Packet User( 128k 2hbk 258.3 kbps
Test to 10.10.10.100 e =| MikroTik Bandwidth Test v0.1 |
M P 226.0 kbps . [lo1010.100
Il T 792.0 kbps Address: |10.10.10. h
- Protocol: |tcp -
Local Tx Size: |1500 bytes
Remote Tx Size: (1500 bytes
Direction: |both -
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HTB




HTB & QUEUE TREE

* HTB memungkinkan membuat struktur Queue
vang hirarkis, dimana suatu queue bisa
menjadi parent untuk queue lainnya

* Implementasi HTB di Queue Tree harus
menggunakan packet mark

e Setiap queue hanya menerapkan satu HTB




HTB & QUEUE TREE

* Max-limit parent harus lebih besar atau sama
dengan jumlah limit-at clientnya
— max-limit(parent) >= limit-at(child1) + .. + limit-

at(childN)

e Max-limit child harus kurang atau sama
dengan max-limit parentnya
— max-limit(parent) >= max-limit(child1)
— max-limit(parent) >= max-limit (child2)

— max-limit(parent) >= max-limit (childN)




HTB & QUEUE TREE

* Parent paling atas, hanya membutuhkan max-
limit, tidak membutuhkan limit-at dan priority

X Queue List

Simple Queues  Inteface Queues  Queue Tree | Queue Types

L iTi Reset Counters || 00 Reset All Counters
Mame Farent Facket Marks Limit A...|Max Limit ...| Avg. Rate
B HTB_02 etherl 2M 4.0 Mbps
% Download_LaptopB  HTB_ 02 Mark_Packet LaptopB ZM 4M 2.0 Mbps
i Download _LaptopC  HTB 02 Mark_Packet LaptopC ZM 4M 2.0 Mbps
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HTB & QUEUE TREE
* Priority hanya bekerja pada child pa

* Priority akan berfungsi (diperhitung

ing bawah

kan) jika

semua queue sudah mendapatkan limit-at nya




DISTRIBUSI HTB (1)

Name: A
arent: Interface
x Limit: 4 mbp
2 mbps 2 mbps
Name: B Name: C
arent: A arent: A
imit At: 2 mbps imit At: 2 mbps
x Limit: 4 mbps x Limit: 4 mbpg

Jika semua menggunakan internet dengan maksimal,
maka B dan C masing masing akan mendapatkan 2 mbps,
Jika B tidak menggunakan internet, C akan mendapat 4 mbps
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DISTRIBUSI HTB (1)

ether1]10.10.20.100/24

ether2[10.10.20.1/24
etherl

ISP Router

192.16 8.

192.168.1.1/24 ,fN e B ™~
Name: A k’/ P.arf:nt: A
Parent: Interface Limit a"‘j\tisz
Max Limit: 4M \ﬁﬂax Limit: 4M y
= ’/;ame: C \
1.254/24 ' Parent: A
| / Limit At: 2M
Max Linmt: 4M
| [ —

192.168.1.3/24
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KONFIGURASI HTB (1)

n| Queue List

(]
Simple Queues  Intefface Queues Gueue Tree | Queue Types
o= T Feset Courters || 00 Reset All Counters
Name Parent Packet Marks Limit A... Max Limit ... Avg. Rate |Queued Bytes |Bytes |
& HTE_0D1 ether 4M 4.0 Mbps 0B 558.2 ..
iZ Download_LaptopB HTE_01 Mar:_Packet_LaptopB 2ZM 4M 2.0 Mbps F2 T KB 2013 ..
iZ Download_LaptopC HTE_01 Mark_Pachket_LaptopC ZM 4aM 2.0 Mbps F2.T7 KB 1257 ..
| =] MikroTik Bandwidth Test w1 = 2 ]
Address: [10.10.20.100 | Start
Protocaol: |tn:|:| j Settings...
Local Tx Size: 1500 bytes Help...
Remote Tx Size: |15I}D bytes » Saye
Direction: |rec:eive j Load #1
Local Tx Speed: |_| bps Load 12
Remote Tx Speed: |_| bps Load 3
User; |a-:|min Load #4
Password: | Load #5
|  Random Data

"
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KONFIGURASI HTB (1)

X Queue List

Simple Gueues

Inteface Queues Gueue Tree | Queue Types

o T Reset Courters || 00 Reset All Counters
MName Parent Packet Marks Limit A...| Mz Limit ... Avg. Rate
BHTE_MN etherl 4M 4.0 Mbps
2 Download_LaptopE  HTE_ 01 Mark_Packet LaptopB ZM 4M 0 bps
8 Download_LaptopC HTB_01 Mark_Packet_LaptopC ZM 4M 4.0 Mbps
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(GQueued Bytes

Bytes |

0B 4665 ..

0B
/2.7 KiB

1583 ...
/6.9 MiB




DISTRIBUSI HTB (2)

2 ITI]DPE

Name: B
|:jarent: A

imit At: 2 mbps
Max Limit: 4 mbps|

Name: A
Yarent: Interface
ax Limit: 2 mb

2 mbps

Name: C

Tarent: A
imit At: 2 mbps
ax Limit: 4 mbps

Meskipun Max Limit A hanya 2 mbps,

tetapi B dan C masing masing akan tetap mendapat 2 mbps
karena Max Limit Parent == Total Limit At Client.

Jika B tidak menggunakan internet,

C tetap hanya akan mendapatkan 2 mpbs
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DISTRIBUSI HTB (2)

ether1{10.10.20.100/24

ether2[10.10.20.1/24

192.16 8.

1254/24

M

/

/ Limit At: 2M
Max Linmt: 4
| R

192.168.1.3/24
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ISP Router
192.168.1.1/24 /; e ~N
Name: A k’/ P.ar?nt: A
Parent: Interface Limit a"'_"th'EM
Max Limit: 2M \I'l'k"lax Limit: 4M y
h — (rName: C \
ethent Parent: A




KONFIGURASI HTB (2)
* Test bandwidth 2 laptop aktif

# | Queue List @
Simple Queues  Inteface Queues Queue Tree | Queue Types
or T Reset Courters || 00 Reset All Counters
Mame Parent Packet Marks Limit A...|Max Limit ... Avg. Rate |Queued Bytes |Bytes |
|/ HTE 02 etherl ZM 4.0 Mbps 0B 8105 ..
12 Download_LaptopB HTE_02 Mar:_Pachket_LaptopB 2ZM 4M 2.0 Mbps 702 KiB 3285 ..
iZ Download_LaptopC HTE_02 Mark_Pachket_LaptopC 2ZM 4aM 2.0 Mbps F2.T7 KB 2512 ..
e Test bandwidth 1 laptop aktif
5 | Queue List [
Simple Queues  Inteface Queues CGueue Tree | Queue Types
e == |3 | |00 ResetCounters | 00 Reset All Counters
Mame Parert Packet Marks Limit A...|Max Limit ... Avg. Rate |Queued Bytes |Bytes |
B HTB_02 gtherl ZM 2.0 Mbps 0B 8706 ...
{2 Download_LaptopB HTB_0Z2 Mark_Packet LaptopB ZM 4M [ bps 0B 3431 ..
iZ Download_LaptopC HTE_02 Mark_Pachket_LaptopC ZM 4M 2.0 Mbps 702 KiB 2961 ..
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DISTRIBUSI HTB (3)

Narnc: fd"n
Yarent: Interface
ax Limit: 5 mb

e i

Name: B

{arent: A Parent: A
imit At: 2 mbps imit At: 2 mbps
|IJ':*'I:x Limit: 4 mbps|

lority: 1

B memiliki prioritas lebih tinggi daripada C
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DISTRIBUSI HTB (3)

ISP Router

ether1]10.10.20.100/24

192.168.1.1/24

Name: A

Parent: Interface
Max Limit: sM

ether2[10.10.20.1/24

etherl _
192.168.1.254/24
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N

ame: B
Parent: A
Limit At: 2M
Max Linmit: 4M

192.168.1.3/24

\Pn'nrit}r: 1

\

/

-

Name: C
Parent: A

Limit At: 2M
/ Max Limit: 4M
\Pr'inrity: 8

\

/




KONFIGURASI HTB (3)
* Test bandwidth 2 laptop aktif

# | Queue List @

Simple Queues  Interface Queues Gueue Tree | Queue Types

e T Reset Counters || 00 Reset All Counters
Mame Parent Packet Marks Limit A...| Mz Limit ... Avg. Rate |Queued Bytes |Bytes |
| HTE_03 etherl 5M 5.0 Mbps 0B 5480 ..
8 Download_LaptopBE  HTE_ 02 Mark_Packet LaptopB ZM 4M 3.0 Mbps 702 KB 411 MiB
i3 Download_LaptopC  HTB_03  Mark_Packet_LaptopCC 2M 4M 2.0 Mbps 65.7 KB 32.8 MiB
* Test bandwidth 1 laptop aktif (Laptop C)
Mame Parent Packet Marks Limit A... Max Limit ... Avg. Rate |Queued Bytes |Bytes |
| HTE_03 etherl &M 4.0 Mbps 0B 5758 ..
2 Download_LaptopB  HTB_03  Mark_Packet_LaptopB 2M 4M 0 bps 0B 534 MB
& Download_LaptopC HTE_03 Marc_Packet_LaptopC 2ZM 4M 4.0 Mbps 727 KiB 48.2 MiB
* Test bandwidth 1 laptop aktif (Laptop B)
Mame Parent Packet Marks Limit A...| Mz Limit ... Avg. Rate |Queued Bytes |Bytes |
B HTB_03 etherl 5M 4.0 Mbps 0B 9912 ..
8 Download_LaptopB  HTB_03  Mark_Packet_LaptopB 2M 4M 4.0 Mbps 727 KB 58.7 MiB
2 Download_LaptopC  HTE_03 Mark_Packet LaptopC ZM 4M 0 bps 0B 583 MB
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DISTRIBUSI HTB (4)

Name: A

Tarent: Interface

ax Limit: 6 mbps

?W
.

Name: B

arent: A

imit At: 2 mbps
Max Limit: 4 mbps|

Client B, C1, C2, akan mendapatkan 2 mbps
sesuai dengan Limit At masing masing

4 mbps

Name: C

larent: A

imit At: 2 mbps
ax Limit: 4 mbps

Name: C1

[arent. C
mit At: 2 mbps
lMax Limit: 4 mbps

2 rnl:rpﬁ
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Name: CZ
arent:
imit At 2 mbps
ax Limit: 4 mbps




DISTRIBUSI HTB (4)

ISP Router

Mame: 1
10.10.20.100/24 192.168.1.3/24 Parent: C

Limit At: 2M
Max Limit: 4M

Name: A
Parent: Interface

Max Limit: 6M

Name: C2
Parent: C
Limit At: 2M
Max Limit: 4M

ether2(10.10.20.1/24 ’/
etherl

192.168.1.254/24

192.168.1.1/24

MName: B
Parent: A

Limit At: 2mbps
Max Limit: 4mbps

192.168.1.4/24
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KONFIGURASI HTB (4)
e Test bandwidth semua laptop aktif

| Queue List
Simple Queues  Interface Queuss Gueue Tree | Queus Types
o T Reset Counters || 00 Reset All Counters
Mame Farent Packet Marks Limit A... Maec Limit ... Avg. Rate
8 HTE_D4 etherl 6M 6.0 Mbps
2 Download_LaptopB HTE_04 Mar:_Packet_LaptopB ZM 4M 2.0 Mbps
& Download_LaptopC HTE_Od4 ZM 4M 4.0 Mbps
2 Download_LaptopC1 Download LaptopC  Mark_Packet LaptopC1 ZM 4M 2.0 Mbps
2 Download_LaptopC2 Download_LaptopC  Mark_Packet_LaptopC2 ZM 4M 2.0 Mbps

MikroTik Academy Preparation - MTCTCE




DISTRIBUSI HTB (5)

Name: A
Parent: Interface
ax Limit: 6 mbps

2 rn]::ps A 3
Name: B Mame: C
[arent: A larent: A
imit At: 2 mbps imit At: 4 mbps
ax Limit: 4 mbps|

Max Limit: 4 mbps]
C1 dan C2, bisa naik hingga Max Limit, karena C
memiliki Limit At 4 mbps

Name: Ci1

arent: C

imit At: 1 mbps
Max Limit: 2 mbps

2 mbps
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Name: C2
arent: C
imit At: 1 mbps
ax Lwmit: 2 l‘rll:lpsl

2 rnl:rpﬁ




DISTRIBUSI HTB (5)

ISP Router

Name: (i
Parent: C
Limit At: TM
Max Limit: 2M

ether1]10.10.20.100/24 192.168.1.3/24

Name: A
Parent: Interface
Max Limit: 6M

ether2[10.10.20.1/24 ’/
etherl

192.168.1.254/24

Name: (2
Parent: C
Limit At: 1M
Max Linmit: 2M

102.168.1.1/24

Name: B
Parent: A
Limit At: 2M
Max Limit: 4M

192.168.1.4/24
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KONFIGURASI HTB (5)

‘est bandwidth semua laptop aktif

W Queue List

Simple Queues

Interfface Queues Gueue Tree | Queue Types

qp 5T Reset Counters || 00 Reset All Counters
Mame Parent Packet Marks
| HTE_05 etherl
2 Download_LaptopB HTE_05 Mar:_Packet LaptopB ZM
& Download_LaptopC HTE_05 4M
8 Download_LaptopC1 Download_LaptopC Mark_Packet_LaptopC1 ™
8 Download_LaptopC2 Download _LaptopC Mark_Packet_LaptopC2 ™
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&M
4M
4M
2M
ZM

Limit A...| Maoc Limit ... Avg. Rate

6.0 Mbps
2.0 Mbps
4 0 Mbps
2.0 Mbps
2.0 Mbps




DISTRIBUSI HTB (6)

Name: A

Yarent: Interface

ax Limit: 8 TI'I]J‘]J‘E‘.I

4 mbps i
Name: B Name: C
{arent: A Tarent: A

imit At: 2 mbps imit At: 4 mbps

ax Limit: 6 mbps|

|IJ':*'I:x Limit: 4 mbps

lority: 1

C1 dan C2, bisa naik hingga Max Limit, karena C
memiliki Limit At 4 mbps

Name: C1
{arent: C

imit At: 2 mbps
Max Lirmt: 3 TI"II.'J]JSI
||‘ri|:-rit}-': 4

&
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DISTRIBUSI HTB (6)

ISP Router
Name: (1
etherifi0.10.20.100/24 192.168.1.3/24 Parent ¢
Name: A Limit At: 1M
Parent: Interface l\""_"'a" Limit: 2M
Max Limmit: 6 M
ether2|i0.10.20.1/24 Pe—=
Name: (2
etherl Parent: C

192.168.1.254,/24 Limit At: 1M
Max Limit: 2M

102.168.1.1/24
Name: B
192.16

Parent: A
Limit At: 2M
Max Limit; 4M

8.1.4/24
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KONFIGURASI HTB (6)
e Test bandwidth semua laptop aktif

X Queue List

Simple Queues  Interface GQueues

gk T Reset Counters
Mame Parent
8 HTE 08 etherl
8 Download_LaptopB HTE_D&
= Download_LaptopC HTE_ 06

2 Download_LaptopC1  Download_LaptopC
2 Download_LaptopC2 Download_LaptopC

Queue Tree | Queue Types

00 Reset Al Counters

Packet Marks
Marc_Packet_LaptopB

Mark_Packet LaptopCi
Mar_Packet LaptopC2

 Jika laptop B dimatikan

Limit A...| Mz Limit ... Avg. Rate

&M
2M 4M
4M &M
2M aM
2M M

8.0 Mbps
4.0 Mbps
4.0 Mbps
2.0 Mbps
2.0 Mbps

X Queue List

Simple Gueues

o i Reset Counters
Mame Parent
8 HTE_D6 etherl
2 Download_LaptopB HTE_D&
8 Download_LaptopC HTE_D&

8 Download_LaptopC1  Download _LaptopC
8 Download_LaptopC2 Download_LaptopC

Interfface Queuss Gueue Tree | Queue Types

00 Reset All Counters

Packet Marks
Marc_Packet_LaptopB

Mar:_FPacket_LaptopC1
Mar_Packet LaptopC2
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Limit A... Max Limit ... Avg. Rate

gM
2M 4M
4M &M
2M M
2M aM

6.0 Mbps

0 bps
6.0 Mbps
3.0 Mbps
3.0 Mbps




DISTRIBUSI HTB (7)

MName: A

Parent: Interface

ax Limit: 8 l'I'IlJ]JﬁI

i

Name: B

{arent: A
imit At: 2 mbps
||."‘:"l:x Limit: 4 mbps

lority: 2

Priority pada parent (yang bukan pada level 0)
tidak memiliki pengaruh

Name: C1
arent: C

imit At: 2 mbps
Max Limit: 3 mbps
'ﬂﬁt}r: 4

i
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etherl

DISTRIBUSI HTB (7)

10.10.20.100/24

ether210.10.20.1/24

etherl

ISP Router
192.168.1.3/24

Name: A
Parent: Interface
Max Limit: 8M

y

o

ame: B
Parent: A
Limit At: 2M
Max Limit: 4M

Qiﬂrit}r: 1

~

192.168.1.254/24

192.168.1.1/24

o

ame: U1
Parent: C
Limit At 2M
Max Limit: 3M

\T:iiurit}r: 4

~

/

(Name: ¢

ame: (2
Parent: C
Limit At: 2M
Max Limit: 3M

N/

\’rinrit}r: 8

~

/

192.168.1.4/24
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KONFIGURASI HTB (7)

‘est Bandwidth Semua laptop aktif

X Queue List

Simple Gueues

Interfface Queuss Queue Tree | Queue Types

MikroTik Academy Preparation - MTCTCE

qe T Reset Counters || 00 Reset All Counters
Mame Parent Packet Marks Limit A...| Mz Limit ... Avg. Rate |
| HTB_07 etherl gM 8.0 Mbps
& Download_LaptopB HTE_O7 Mark_Packet_LaptopB 2ZM 4M 4.0 Mbps
= Download_LaptopC HTE_O7 4M &M 4.0 Mbps
3 Download_LaptopC1  Download LaptopC  Mark Packet laptopCl L M 2.0 Mbps
R £t Download_LaptopC2 Download LaptopC  Mark Packet LaptopC2 2M M 2.0Mbps




4 mbps

DISTRIBUSI

Name: B

[amn[: A
imit At: 2 mbps
Max Linmat: 4 111[\}13

PN

Name: A
[Parent: Interface

Max Limit: 10 mbps

Name: Bl

|:jal'£:nt: B
imit At: 2 mbps

Max Limit: 3 mbps

[Priority: 8

imit At: 2 mbps
ax Limit: 3 mbps
riority: 8

HTB (8)

6 mbps

ame: C
Yarent: A
it At: 4 11111[13

Aax Linit: 6 111l1ps

ame: C1
arent: ¢

riority: 8

imit At: 2 mbps
ax Limit: 3 mbps

Name: C2

[aren[: C

imit At: 2 mbps
Max Limit: 3 111l1ps
[Priority: 8

2 mbps

Semua Child akan mendapatkan trafik 2 mbps
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Mame: C3
arent: C
imit At: 2 mbps
ax Limit: 3 mbps
riority: 8




DISTRIBUSI HTB (8)

INTERNET

ISP Router

Mame: C1
Parent: C
Limit At: 2M
Max Limit: 3M
Priority: 8

etherthoio.20000/24 192.1681.3/24

Name: A
Parent: Interface
Max Limit: 108

0.10.20.1/2 4 '/ —
Name: C2
s Parent: C
o - Limit At: 2M
Max Limat: 3M
PriDriI‘.}.-': ]

192.168.1.4/24

MName: Bl
Parent: B
Limit At 20
Max Limik: 30
Priority: 8

~

Mame: C3
Parent: C
Limit At: 2M
Max Linmit: 3M
Priovity: 8

Name: B2
Parent: B
Limit At: 2M
Max Lirmit: 30
Priority: 8

192.068.1.2/24 192.168.1.5/24

S
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DISTRIBUSI HTB (8)

X Queue List

Simple Queues  Interface Queues (Gueue Tree | Queue Types

e (== & 3 T | 00 Reset Counters

Mame
B HTE_08
& Download_LaptopB
2 Download_LaptopB1
1% Download_LaptopB2
& Download_LaptopC
2% Download_LaptopC1

Farent

gther

HTE_08
Download | aptopB
Download_| aptopB
HTE_08
Download | aptopC

00 Reszet Al Counters

Packet Marks

Markc_Packet LaptopB1
Marc_Packet | aptopB2

Marc_Packet LaptopCi

Limit A... Max Limit ...| Avg. Rate

2M
2M
2M
4M

10M
4M
M
M
&M

10.0 Mbps
4 0 Mbps
2.0 Mbps
2.0 Mbps
6.0 Mbps
2.0 Mbps

L e T e I T L T T L T T e T T T T L T T e T e o T T T L T T
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DISTRIBUSI HTB (9)

Name: A

Yarent: Interface

ax Limit: 8 mbps

Name: B
[anrnt: A

[[’l'im'it}f: 1

imit At: 2 mbps
Max Limit: 4 mbps

Name: C
arent: A
imit At: 3 mbps
ax Limit: 6 111h|:|s
riority: 8

[T

ame: Bi

arent: B

it At: 1 111hp£
ax Limit: 2 mbps

riority: 5

Name: B2

arent: B

imit At: 1 mbps
Max Limit: 2 l'l'll"l]fl‘.:'i
[Priority: 6

Name: C1
Yarent: O
imit At: 1 mbps

ax Limit: 2 mbps

I*ir:ll‘it}f: 2

Name: C2

arent: C

imit At: 1 mbps
Max Limmit: 2 mhpﬁ

[Prim-it}f: 3

Name: C3

|:jarent: C
imit At: 1 mbps

Max Limit: 2 mbps
Ipril_“:-rity: 4

2 mbps

C1, C2, C3 mendapatkan 2 mbps karena prioritynya lebih tinggi dari Bl dan B2
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DISTRIBUSI HTB (9)

INTERNET

ISP Router

Mame: C1
Parent:
Limit At: 1M
Max Limit: 2M
Priority: 2

etherlfingon.zoa00/24 192.168.1.3/24

Name: A
Parent: Interface
Max Limit: 8 |11['rrrs

0.10.20.1/24 '/
etherl

192.168.1.254/24

Name: C2
Parent: C
Lt Atz 1M
Max Limat: 2M
Priority: 3

Mame: Bl
Parent: B
Limit At 1M
Max Limit: 2M
Priority: 3

192.168.1.1/24

—

192.168.1.4/24

Mame: C3 -\\
Parent: C
— Limit At: 10

1921681.2/24 192.168.1.5/24 ™~

Name: B2
Parent: B
Limit Atz 1M
Max Limit: 20
Priority: &

Max Lomit: 28
Priority: 4

S
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DISTRIBUSI HTB (9)

X Queue List

Simple Queues

Interface Queues Gueue Tree | Queue Types

e (== | 8| | | |00 Reset Counters || 00 Reset All Counters
MName Parent Packet Marks Limit A...|Max Limit ...|Avg. Rate
B HTE_09 etherl gM 8.0 Mbps
iZ Download _LaptopB HTB 09 ZM 4M 2.0 Mbps
2 Download_LaptopB1  Download_LaptopB Mark_Packet_LaptopB1 1M ZM 1000.0 kbps
2 Download_LaptopB2 Download_LaptopB Mark_Packet_LaptopB2 1™ ZM  996.2 kkbps
& Download_Laptop(C HTB_09 M &M 6.0 Mbps
2 Download_LaptopC1 Download_LaptopC Mark_Packet_LaptopC1 ZM M 2.0 Mbps
2 Download _LaptopC2 Download _LaptopC Markc_Packet |aptopC2 ZM M 2.0 Mbps
2 Download_LaptopC3 Download _LaptopC Mark:_Packet |aptopC3 ZM M 2.0 Mbps
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DISTRIBUSI HTB (10)

Name: A
[Parent: Interface

Max Limit: 8 mbps

Name: B Name: C
rarent: A arent: A

it Al: 4 mhpﬂ it At: 3 lnhps

ax Limit: 4 mhps ax Limit: 6 mhpﬁ

riority: 8 riority: 1
ame: Bl Name: B2 ame: C1 Name: C2 Name: C3
arent: B

Yarent: B Yarent: [ |:j"‘““”“: C yarent: C
imit f_ﬂ"nl =_| mbps imit At: 1 mbps [ [Limit At: 1 mbps imit At: 1 mbps
5_“"‘ Limit: 2 mbps \ax Limit: 2 mbpsl [Max Limit: 2 mbps| [Max Limit: 2 mbps
I riority: 6 'riority: 2 [Priority: 3 riority: 4
% 2 mbps 2 mbps % 1 mbps

B akan mendapatkan 4 mbps karena Limit At

C1 mendapatkan lebih besar dari C2 dan C3 karena priority

imit At: 1 mbps
ax Limit: 2 mbps

riority: 5
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DISTRIBUSI HTB (10)

INTERNET

ISP Router

Mame: 1

Parent: C

etherfingn.zo00/24 192.168.1.3/24

Name: A Limit Atz 10
Parent: Interface Max Limit: 2804
Max Limit: 8M Priority: 2

Name: C2
Parvent: C
Limit Ak 1M
Max Limat: 2M
Priority: 3

etherzfioao.20.0/24 '/
etherl

192168.1.254/24

Mame: Bl
Favent: B
Limmit Ak 16

192.168.1.4/24

Max Limit: 2\ ~—
Pijm:::m:- . / Name: C3 N
Parent:
! Limit At: 1M
Name: B2 192.1681.2/24 192.168..5/24 ~_ Max Limit: 2M
Parent: B Priority: 4

Lt Ak: 1M
flax Limit: 2M
Priority: &

S
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DISTRIBUSI HTB (10)

| Queue List

Simple Queues

Intefface Queues Gueue Tree | Queue Types

g == & |3 |7 |00 ResetCounters || 00 Reset All Courters
Mame Farert Packet Marks Limit A... Max Limit ...|Avg. Rate
| HTB_10 etherl gM 8.0 Mbps
& Download_LaptopB HTE_10 4M 4M 4.0 Mbps
i& Download_LaptopB1 Download _LaptopB Markc_Packet LaptopB1 M ZM 2.0 Mbps
& Download_LaptopB2 Download _LaptopB Mark:_Packet LaptopB2 1M ZM 2.0 Mbps
............... ftDownload laptepC_ HTB O ... 6M 40Mbps
___________ & Download_LaptopC1 Download_LaptopC  Mark_Packet_LaptopC1 1M 2M 2.0 Mbps
2 Download_LaptopC2 Download_LaptopC Mark_Packet_LaptopC2 ™ ZM 1003.2 kbps
2 Download_LaptopC3 Download_LaptopC Mark_Packet_LaptopC3 ™ ZM 1000.0 kbps

-

nandwidth ?
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ika parent interface diubah menjadi 10 MB
oerapakah masing masih akan mendapatkan




SCRIPT & SCHEDULER




SCRIPT

e Script digunakan untuk
membuat command
vang nantinya akan
dijalankan secara
otomatis oleh router
sesuai dengan jadwal

Script <Intemet:=

Mame: | Intemet

Source:
Ap firewall nat enable 0

Script <No_Intemet >

Mame: |MNo_Intemet

Crwner: |admin

Policy

v| ftp v| reboot
v| read v write
v| policy v test
v| password v sniff
v sensitive

Last Time Started:

Run Count; |0

Source:
|;*||:| firewall nat disable 0
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SCHEDULER

* Menjalankan script yang
telah dibuat

* Interval, interval eksekusi
antara dua script, jika O,
script dieksekusi saat
start saja, jika tidak O
akan diulang sesuai
interval waktu

Schedule <Jadwal_Intemet:

Mame:

Jadwal_Intemet

Start Date:

Sep/03/2015

Start Time:

08:00:00

On Event:

Interval:

00:00:00

|Intemet P

Schedule <Jadwal Tanpalntemet =

Mame:

Jadwal Tanpalntemet

Start Date:

Sep/09/2015

Start Time:

17:00:00

On BEvent:

Interval:

00: 0000
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Mo_Intemet €—




